Larkin
Ho'ﬁ‘rn an Larkin Hoffiman Daly & Lindgren Ltd.
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1500 Wells Fargo Plaza
7900 Xerxes Avenue South
Minneapelis, Minnesota 55431-1194

GENERAL: 952-835-3800
FAX: 952-896-3333
WER: www.larkinhoffman.com

June 14, 2005

Mr. Ed Falk
600 Fairmont Avenue
Mountain View, California 94041

Re:  Sierra Corporate Design, Inc. v. David Ritz
Dear Mr. Falk:

Enclosed and served upon you via United States mail please find the following in regard to the
above-referenced matter:

I. Summons;

2. First Amended Complaint;

3 Order to Preserve Evidence and Shorten Time for Motion; and

4, [Revised Proposed] Order for Expedited Discovery signed by Judge Irby.

Smcerely yours,

Chrlstopher J. Harristhal, for
Larkin Hoffman Daly & Lindgren Ltd.

Enclosures
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IN DISTRICT COURT, COUNTY OF CASS, STATE OF NORTH DAKOTA

Sierra Corporate Design, Inc., File No. 09-05-C-01660

Plaintiff,
v FIRST AMENDED COMPLAINT

David Ritz and Ed Falk,

Defendants.

Plaintiff Sierra Corporate Design, Inc. (“Sierra™), for its complamt against Defendant
David Ritz (“Ritz”) and Ed Falk (“Falk™), alleges and states as follows:

NATURE OF ACTION

1. This is an action for computer crime pursuant to North Dakota Century Code
§ 12.1-06.1-08. This cause of action arises from Defendant Ritz’s efforts to damage Sierra’s
business and its ability to conduct business in North Dakota. Ritz has unlawfully accessed
Sierra’s computer system and stolen and published confidential and proprietary information
secured from Sierra’s server on the Internet. The result of this access and publication was to
expose Sierra’s computer system to an increased risk of hacking and damage from third parties.
Accordingly, Sierra seeks compensatory damages to redress the injuries inflicted upon it by the
wrongful conduct of Ritz,

PARTIES

2. Plaintiff Sierra is incorporated under the laws of Nevada with its primary place of
business in the City of Fargo, County of Cass, State of North Dakota. Sierrais a specialized
Internet service perider and web hosting provider.

3. Defendant Ritz is an individual who, upon information and belief, resides at 5259

North Mohawk Avenue, Milwaukee, Wisconsin.



4. Defendant Ed Falk is an individual, and upon information and belief, resides at
600 Fairmont Avenue in the City of Mountain View, County .of Santa Clara, California.

5. This Court has personal jurisdiction over Ritz pursuant to North Dakota State
Long Arm Statute, N.D.R.Civ.P. 4(b)(2)(C). By way of example, and without limitation, Ritz’s
specific contact with the State of North Dakota giving rise to this action includes his intentional
conduct of accessing Sierra’s servers located in Fargo, North Dakota and publishing confidential
information about Sierra’s computer system and network in a fashion calculated to cause injury
to Sierra in the State of North Dakota.

FACTUAL BACKGROUND

6. Sierra’s servers all include the following waming at log-in:

"You are hereby warned that all access to and use of Sierra Corporate Designs'
computer network and resources is logged, including users’ IP addresses and other identifying
information. Your access to and use of the Sierra Corporate Designs computer resources
(including without limitation keystrokes and mouse clicks) may be monitored or recorded
without notice. By accessing and/or using the system you expressly consent to any such logging,
monitoring, and recording. You are further warned that any attempt to access and/or use any of
Sierra Corporate Designs' computer network and resources without authorization is ILLEGAL
and may subject you to civil and criminal penalties and liability. Sierra Corporate Design will
immediately contact the appropriate authorities with any evidence of such improper access
and/or use and will prosecute to the fullest extent of the law."

7. Upon information and belief, Ritz intentionally and without authorization
accessed either directly or through a proxy, Sierra’s Fargo ND computer and computer system on
or about February 27, 2005.

8. Upon information and belief, Ritz intentionally accessed Sierra’s Fargo ND mail
server without authorization via telnet located at mail.jam.net on or about February 27, 2005.
While accessing that server, Ritz issued multiple commands without authorization and gathered

information in the form of valid private and unpublished e-mail addresses for users of Sierra’s

mail server,



9. Upon information and belief, Ritz deliberately and intentionally accessed Sierra’s
DNS servers in Fargo ND on or about February 27, 2005, mdfhout authorization. The servers
accessed by Ritz include, but are not limited to, those set out below.

10. Upon information and belief, while accessing the aforementioned DNS servers,
Ritz deliberately and intentionally gained access to Sierra’s private DNS/Internet Protocol (“IP”}
address database located in Fargo ND. The IP addresses accessed by Ritz include, but are not
limited to, those set out below.

11. ~ While accessing those servers, Ritz issued multiple state of authority commands
without authorizatiqn, and gathered information in the form of internal network configurations
and IP addresses for Sierra’s network.

12.-  Without authorization, Ritz made zone transfers on the Sierra’s DNS servers.

13.©  Without authorization, Ritz intentionally took possession of, copied and then
published private domain name/IP address/company information, specifically publishing
"BACKUPE .sierracorporatedesign.com has address 10.1.202.140."

14.  Without authorization, Ritz intentionally took possession of, copied and then
published private domain name/IP address/company information, specifically publishing "sql-
midcoast.sierracorporatedesign.com has address 10.1 202.3."

15.  Without authorization, Ritz intentionally took possession of, copied and then
published private domain name/IP address/company information, specifically publishing
"surgel8-east.usenet.com has address 38.119.106.59."

16. Thereafter, Ritz published the aforementioned information on his own website

(“the Ritz Website™).






