Larkin
‘ HO‘{ﬁn an Larkin Hoffman Daly & Lindgren Ltd.
J ATTORMNEYS

1500 Wells Farge Plaza
7900 Xerxes Avenue South
Minneapolis, Minnesota 55431-1194

GEnERAL: 952-835-3800
FAX: 952-896-3333
WEB: www.larkinhoffiman.com

July 11, 2005

~ Mr. Ed Falk VIA FEDERAL EXPRESS
600 Fairmont Avenue
Mountain View, California 94041

Re:  Sierra Corporate Design, Inc. v. David Ritz
Dear Mr. Falk:

Enclosed and served upon you via Federal Express, please find the following in regard to the
above-referenced matter:

1. - Summons;

2. First Amended Complaint;

3. Order to Preserve Evidence and Shorten Time for Motion; and

4, [Revised Proposed] Order for Expedited Discovery signed by Judge Irby.

Sincerely yours,

~

Christopher J. Harristhal, for
Larkin Hoffman Daly & Lindgren Ltd.

Enclosures

1021287.1



IN DISTRICT COURT, COUNTY OF CASS, STATE OF NORTH DAKOTA

Sierra Corporate Design, Inc.,
Plaintiff,
Civil No.:
V.
Defendant.

THE STATE OF NORTH DAKOTA TO THE ABOVE-NAMED DEF ENDAN T:
YOU ARE HEREBY SUMMONED and required to appear and defend against
. the Complaint in this action, which is herewith served upon you, by serving upon the
undersigned an Answer or ofher proper response within twenty (20) days after the service
of this Summons upon yoﬁ, exclusive of the date of service. If you fail to do so,

judgment by default will be taken against you for relief demanded in the Complaint.

Dated this / 77 day of /fﬂv«cf O,ﬁ, , 2005,

L mes
Christopher J. Harristhal
Pro Hac Vice Pending 7
Larkin Hoffman Daly & Lindgren Ltd.
1500 Wells Fargo Plaza
7900 Xerxes Avenue South
Minneapolis, MN 55431-1194
(952) 835-3800
MN ID No. 175754




Dated this [é # &ay of WJ% . ,2005.
-y 4

Timothy M. O’Keeffe *
Local Counsel

Kenrnelly & O’Keeffe, Ltd.
Alerus Financial Building
15 Broadway, Suite 604
Fargo, ND 58102

(701) 235-8000

ND ID. No. 05636
Attorneys for Plaintiff



IN DISTRICT COURT, COUNTY OF CASS, STATE OF NORTH DAKOTA,

Sierra Corporate Design, Inc., File No. 09-05-C-01660
Plaintiff,
v | FIRST AMENDED CONIPLAINT
David Ritz and Ed Falk,
Defendants.

.I Plaintiff Sierra Corporate Design, Inc. (“Sierra™), for its complaint against Defendant

David Ritz (“Ritz”) and Ed Falk (“Falk™), alleges and states as follows:
NATURE OF ACTION
1. This is an action for computer crime pursuant to North Dakota Century Code

§ 12.1-06.1-08. This cause of action arises from Defendant Ritz’s efforts to damage Sierra’s
business and its ability to conduct business in North Dakota. Ritz has unlawfully accessed
Sierra’s computer system and stolen and published confidential and proprietary information
secured from Sierra’s server on the Internet. The result of this access and publication was to
expose Sierra’s computer system to an increased risk of hacking and damage from third parties.
Accordingly, Sierra seeks compensatory damages to redress the injuries inflicted upon it by the
wrongful conduct of Ritz.

PARTIES

2. Plaintiff Sierra is incorporated under the laws of Nevada with its pﬂrﬁary place of
business in the City of Fargo, County of Cass, State of North Dakota. Sierraisa specialized
Internet service provider and web hosting provider.r

3. Defendant Ritz is an individual who, upon information and belief, resides at 5259

North Mohawk Avenue, Milwaukee, Wisconsin.



| 4. Defendant Ed Falk is an individual, and upon mfonnauon and belief, resides at
600 Fairmont Avenue in the City of Mountain View, County of Santa Clara, California.
5. This Court has personal jurisdiction over Ritz pursuant to North Dakota State
Long Arm Statute, N.D.R.Civ.P. 4(b)(2)(C). By way of example, and without limitation, Ritz’s
specific contact with the State of North Dakota giving rise to this action includes his intentional
conduct of accessing Sierra’s servers located in Fargo, North Dakota and publishing confidential
information about Sierra’s computer system and network in a fashion calculated to cause injury
to Sierra in the State of North Dakota.

FACTUAL BACKGROUND

6. Sierra’s servers all include the following warning at log-in:

"You are hereby warned that all access to and use of Sierra Corporate Designs'
computer network and resources is logged, including users' IP addresses and other identifying
mformation. Your access to and use of the Sierra Corporate Designs computer resources

(including without limitation keystrokes and mouse clicks) may be monitored or recorded
without notice. By accessing and/or using the system you expressly consent to any such logging,
monitoring, and recording. You are further warned that any attempt to access and/or use any of
Sierra Corporate Designs' computer network and resources without authorization is ILLEGAL
and may subject you to civil and criminal penalties and liability. Sierra Corporate Design will
immediately contact the appropriate authorities with any evidence of such improper access
and/or use and will prosecute to the fullest extent of the laW "

7. Upon information and behef Ritz lntentlonally and without authorization
accessed either directly or through a proxy, Sierra’s Fargo ND computer and computer system on
or about February 27, 2005.

8. Upon information and belief, thz intentionally accessed Sierra’s Fargo ND mail
server without authorization via telnet located at mail.jam.net on or about February 27, 2005.
While accessing that server, Ritz issued multiple commands without authorization and gathered

information in the form of valid private and unpublished e-mail addresses for users of Sierra’s

mail server.






