IN DISTRICT COURT, COUNTY OF CASS, STATE OF NORTH DAKQOTA

Sierra Corporate Design, Inc., File No. 09-05-C-01660
Plaintiff,
PLAINTIFF’S MEMORANDUM
V- OF LAW IN OPPOSITION TO
MOTION TO STAY
David Ritz and Ed Falk, _ PROCEEDINGS
Defendants.
INTRODUCTION

Plaintiff Sierra Corporate Design, Inc. (“Sierra™) submits this memorandum of law in
opposition to Defendant David Ritz’s (“Ritz”) motion to stay proceedings. Ritz asks for a stéy
even though he continues to damage Sierra by his ongoing unauthorized access to its servers and
disclosure of that information on his website. Discovery and injunctive relief in the case must
proceed in order to permit Sierra to protect itself, and identify the harm that may yet befall the
company from the defendants’ acquisition and publication of Sierra’s confidential information.

| STATEMENT OF FACTS

As described in the Complaint, Sierra alleges ‘that Defendant David Ritz (“Ritz”)
accessed Sierra’s servers and then published confidential information drawn from those setvers.
Complaint 4. Ritz accessed Siérra’s DNS servers, and accessed Sierra’s private DNS/Internet
Protocol (“IP”) address database and issued multiple state of authority commands (“SOA™)
without authorization. Complaint f 7-10. Information was thereby gathered in the form of
internal network configurations and IP addresses for Sierra’s network. Id.

Ritz also accessed, copied and published private ddmain name/IP address and company
information such as BACKUP.seirracorporatedesign.com and its Internet address. This was

done with numerous Internet addresses.” Complaint 9 12-14.



Sierra learned of an intrusion into its servers, computers and computer system in April
2005. The unauthorized entry became apparent when Sierra discovered a posting on Usenet
about one of Sierra’s domains. Affidavit of Lesa Kraft."! It was then discovered that confidential
information about Sierra was posted on a website belonging to defendant. Id.

This Court granted Sierra’s motions to preserve evidence and to compel the production of
Ritz’é hard drives oh May 31 and June 7, 2005, respectively. Since that time, Sierra amended its
Complaint to add defendant Falk. The hard drives were imaged (copied) by a forensic computer
expert the week of June 22. Two copies of the images were made and all copies were left in the
possession of Ritz’s counsel. Harristhal Aff. datéd July 1, 2005, Exhibit A. Sierra now seeks to
have those images examined for relevant information that will establish that a violation of the
North Dakota computer crime statute occurred® and prove the involvement of the newly added
defendant. |

Presently, it is unknown whether other pérsons have been involved in the intrusions into
Sierra’s computgrs,, or otherwise assisting Ritz in extracting Sierra’s confidential information.
Similarly, it is not &é{ known whether information has been furnished to other parties to exploit
the use of the confidential information and bring down Sierra’s network and systers.

Sierra has determined, however, that Ritz, or soﬁieqne exploiting the information he
published on his website, again tried to tamper with Sierra’s server 6n June 29, July &, 11 and 14,
2005. Roeder Affidavit § 2. Either Ritz is continuing his attacks, or some unknown person is
using that information to attempt to further injure Sierra. Ritz has not denied these further

incursions into Sierra’s servers or systems. Harristhal Aff.

_ ' The original affidavit of Ms. Kraft, dated May 27, 2005 was filed with plaintiff’s motion to
preserve evidence. |

2 See North Dakota Century Code § 12.1—06.1-08.



In addition to seeking to review the images of Ritz’s hard drives, Sierra has issued notices
of taking deposition and/or subpoenas upon a number of third parties who might have records on
their servers of efforts by Ritz and others to propagate Sierra’s confidential information over the
Internet. Harristhal Aff. Exhibits A, B, C and D. Ritz’s counsel objected to those subpoenas, but
in the interests of judicial economy and to avoid piecemeal motions, Sierra offered to keep the
records produced pursuant‘to those subpoenas for attorneys eyes only until the hearing occurs on
the motion to stay. Id. Sierra hopes to learn, through-those subpoenas, whether others have
worked with Ritz to damage the security of Sierra’s computers, networks and servers. Id.

ARGUMENT

Defendant Ritz seeks to stay these proceedings until after he has exhausted any lengthy
appeals ofthe criminal proceedings now being brought against him by the State of North Dakota
for violation of the State’s computer crime law. Sierra would be substantially prejudiced from
any stay, both as to its ability to protect itself from continued attacks on its servers, as well as the
deterioration of its case against Ritz.

THE STAY SHOULD BE DENIED
L Ritz Camiot Hide Behind The Fifth Amendment to Avoid Civil Litigation.

Neither the case, nor discovery in the case, should be stayed and such a stay is only
appropriate in extraordinary circumstances. “The Fifth Amendment does not ordinarily require a
stay of civil proceedings pending the outcome of criminal proceedings.” Fidelity Nat. Title Ins.
Co. of New York v. National Title Resources Corp. 980 F.Supp. 1022, 1024 (D. Minn. 1997)°

citing Keating v. Office of Thrift Supervision, 45 F.3d 322, 324 (9th Cir.1995), cert. denied, 516

3 The Fidelity court balanced the Fifth Amendment rights of the defendant with those of the
plaintiff by entry of an order sealing the defendant’s deposition testimony that related to
matters involved in the criminal investigation. 980 F.Supp. at 1025.






