Larkin
HO'f;:_‘[’[]a_'[]_ Larkin Hoffman Daly & Lindgren Ltd.

ATTDRMEYS
1500 Wells Fargo Plaza
7900 Xerxes Avenue South
Minneapelis, Minnesota 55431-1194

cengraL: 952.835-3800

FAX: 952-896-3333

WES; www.larkinhoffman.com
Tuly 25, 2005
Michael D. Huitink, Esq. VIA FACSIMILE/U.S. MAIL
Godfrey & Kahn, SC
780 North Water Street

Milwaukee, WI 53202-3590
Re:  Sierra Corporate Design, Inc. v. David Ritz and Ed Falk
Dear Mr. Huitink:

Enclosed and served upon you via facsimile and U.S. mail, please find the following documents
in regard to the above-referenced matter:

1. Plaintiff’s Notice of Motion and Motion for Preliminary Injunction;
2. Plaintiff’s Memorandum of La\.;’&r In Support of Motion for Preliminary Injunction; and

3. (Proposed) Preliminary Injunction.

Christopher J, Harristhal, for
Larkin Hoffiman Daly & Lindgren Ltd.

Enclosures

c: Michelle C. Winkis, Esq. (w/enclosures)(via U.S. mail)
Mr. Ed Falk (w/enclosures)(via U.S. mail)

1023471.1



Larkin
HO J an Larkin Hoffman Daly & Lindgren Ltd,

ATTDIRNEYS
1500 Wells Fargo Plaza
7900 Xerxes Avenue South
Minneapolis, Minnesota 55431-1194

cEnEraL: 952-835-3800
FAX: 952-896-3333

WES: www.larkinhoﬁ'man.com
July 25, 2005
Clerk of District Court VIA FACSIMILE
Cass County Courthouse 701-241-5636

P.O. Box 2806
Fargo, ND 58108-2806

Re: Sierra Corporate Design, Inc. v. David Ritz and Ed Falk
Court File No. 09-05-C-1660

Dear Clerk of District Court:

Enclosed for filing, please find the following documents in regard to the above-referenced
matter: '

1. Plaintiff’s Notice of Motion and Motion for Prelinﬁnaryrlnjunction;

2. Plaintiff’s Memorandum of Law In Support of Motion for Preliminary Injunction;
3. (Proposed) Preliminary Injunction; and

4, Affidavits of Service.

Sincerely yours,

C%W

Larkin Hoffman Daly & Lindgren Ltd.
Enclosures

c: Michael D. Huitink, Esq. (w/o enclosures)
Michelle C. Winkis, Esq. (w/o enclosures)
Mr. Ed Falk (w/o enclosures)

1023470.1



IN DISTRICT COURT, COUNTY OF CASS, STATE OF NORTH DAKOTA

Sierra Corporate Design, Inc.,

File No. 09-05-C-01660

Plaintiff,
PLAINTIFF’S NOTICE OF
V. MOTION AND MOTION FOR
David Ritz and Ed Falk, PRELIMINARY INJUNCTION
Defendants.

TO: DEFENDANTS DAVID RITZ AND ED FALK, AND THEIR RESPECTIVE
ATTORNEYS MICHAEL D. HUITINK, ESQ.; GODFREY & KAHN, SC, 780 NORTH
WATER STREET, MILWAUKEE, WISCONSIN 53202-3590; AND ED FALK.

PLEASE TAKE NOTICE that on the 28th day of July, 2005, before the Honorable

John C. Irby, at 10:30 a.m., or as soon thereafter as counsel can be heard, Plaintiff will move the

court for a Preliminary Injunction pursuant to N.D.C.C. 32-06-02. The bases for this motion are

contained in the written submissions with this notice, on the pleadings and records before this

court, and on argument of counsel.

Dated: 7 / 2 .ff/_&s/_

1023072.1

(7 Lol i

Christopher J. Harristhal (MN ID No. 175754)
Pro Hac Vice ~

Larkin Hoffman Daly & Lindgren Ltd.

1500 Wells Fargo Plaza

7900 Xerxes Avenue South

Minneapolis, Minnesota 55431-1194

(952) 835-3800

Timothy M. O’Keeffe (ND ID No. 05636)
KENNELLY & O’KEEFFE, LTD.
Alerus Financial Building

15 Broadway, Suite 604

Fargo, North Dakota 58102

(701) 235-8000

Attorneys for Plaintiff Sierra Corporate Design, Inc.






IN DISTRICT COURT, COUNTY OF CASS, STATE OF NORTH DAKOTA

Sierra Corporate Design, Inc., File No. 09-05-C-01660
Plaintiff,
PLAINTIFF’S MEMORANDUM
v. OF LAW IN SUPPORT OF
David Ritz and Ed Falk, %OTI%NTIF(;)PII{ PRELIMINARY
Defendants.
INTRODUCTION

While Ritz directed his legal counsel to secure a stay of these proceedings, he continued

his efforts to harm Sierra by engaging in further incursions into Sierra’s systems and re-

publishing confidential information about Sierra’s servers and systems. Although he had

previously taken down his website on which he published that information, it was reinstated on

the Internet after images were taken of his hard drives. This occurred despite his claim of

infirmities related to his health condition. The evidence on his hard drives again needs to be

secured so that Sierra can determine who, if anyone, is further assisting Ritz in his attacks on

Sierra.

As described in the Complaint, Sierra alleges that Defendant David Ritz ("Ritz”)

accessed Sierra’s servers and then published confidential information drawn from those servers.

Complaint § 4. Ritz accessed Sierra’s DNS servers, and accessed Sierra’s private DNS/Internet

Protocol (“IP”) address database and issued multiple state of authority commands (“SOA”)

without authorization. Complaint §{ 7-10. Information was thereby gathered in the form of

internal network configurations and IP addresses for Sierra’s network. Id.



Ritz also accessed, copied and pﬁblished private domain name/IP address and company
information such as BACKUP.seirracorporatedesign.com aﬁd its Internet address. This was
done with numerous Internet addresses. Complaint 9 12-14.

Sierra learned of a February intrusion into its servers, computers and computer system in
April 2005. The unauthorized entry became apparent when Sierra discovered a posting on
Usenet about one of Sierra’s domains. Affidavit of Lesa Kraft.! It was then discovered that
confidential information about Sierra was posted on a website belonging to defendant. 7d.

Presently, it is unknown whether other persons have been involved in the intrusions into
Sierra’s computers, or otherwise assisting Ritz in extracting Sierra’s cdnﬁdential information.
Similarly, it is not yet known whether information has been furnished to other parties to exploit
the use of the confidential information and bring down Sierra’s network and systems.

Sierra has determined, however, that Ritz, or someone exploiting the information he
published on his website, again tried to tamper with Sierra’s server on June 29, July 8, 11 and 14,
2005. Roeder Affidavit ] 2. Either Ritz is continuing his attacks or some unknown person is
using that information to attempt to further injure Sierra. Ritz has not denied these further

incursions into Sierra’s servers or systems. Harristhal Aff3

L The original affidavit of Ms, Kraft, dated May 27, 2005, was filed with plaintiff’s mdtion to
preserve evidence.

2 The original of James Roeder’s affidavit was filed with the Court on July 21, 2005 with
Sierra’s memorandum of law opposing the motion for a stay of proceedings.

3 T'he'on'ginal of Chris Harristhal’s affidavit was filed with the Court on July 21, 2005 with
Sierra’s memorandum of law opposing the motion for a stay of proceedings.






