IN DISTRICT COURT, COUNTY OF CASS, STATE OF NORTH DAKOTA

Sierra Corporate Design, Inc., File No. 09-05-C-01660

PLAINTIFF’'S MEMORANDUM
OF LAW IN SUPPORT OF
MOTION FOR EXPEDITED
DISCOVERY AND PRODUCTION
OF DOCUMENTS AND THINGS
FROM FALK UNDER RULE 34.

Plaintiff,
V.
David Ritz and Ed Falk,

Defenda;lts.

INTRODUCTION

Plaintiff Sierra Corporate Design, Inc. (“Sierra”) submits this memorandum of law in
support of its Rule 34 motion for an order permitting Sierra to image Defendant Falk’s hard
drives. Specifically, Sierra seeks to image those hard drives so they can be searched and critical

evidence preserved.

STATEMENT OF FACTS -

As described in the Complaint, Sierra alleges that Defendant David Ritz (“Ritz”)
accessed Sierra’s servers and then published confidential information drawn from those servers.
Amended Complaint § 8. Ritz accessed Sierra’s DNS servers, and accessed Sierra’s private
DNS/Intemet.Protocol (“IP”) address database and issued multiple staﬁ of authority commands
© (“SOA™) without authorization. Amended Complaint §{ 10-13. Information was thereby
gathered in the form of internal network configurations and IP addresses for Sierra’s network.
Id. |

Ritz also accessed, copied and published private domain name/IP address and company
information such as BACKUP.seirracorporatedesign.com and its Internet address. This was

done with numerous Internet addresses. Amended Complaint § 13.



Sierra learned of an inirusion into its servers, computers and computer system in April
2004. The unauthorized eniry became apparént when Sierra discovered a posting on Usenet
| about one of Sierra’s domains. Affidavit of Lesa Kraft.! Tt was then discovered that confidential |
information about Sierra was posted on a website belonging to defendant Ritz. /d. Similarly, a
website .belonging to Defendant Falk has re-published that information. Amended Complaint
q 39.

This Court granted Sierra’s motions to ﬁreserve evidence and to compel the production of
Ritz’s hard drives on May 31 and June 7, 2005, respectively. Since that time, Sierra amended its
complaint to add defé11dant Falk. Sierra now seeks to image Falk’s hard drives.

Presently, it is unknown whether other persons have been involved in the inirusions into
Sierra’s computérs, or otherwise assisting Ritz in extracting Sierra’s confidential information.
Similarly, it is not yet known leether information has been firnished to other parties to exploit
the use of the confidential information and bring down Sierra’s network and systems. Falk’s
hard drives may yield information about who else has been involved and who else might be
publishing or using that information. Obviously, those hard drives will also contain information
about Falk’s own complicity in the intrusions into _Sierra’s systems.

As noted in the affidavit of computer expert John DeLozier (“DeLozief AFff.Y’ computer
files are continuously altered ﬁnd overwritten éach time a file is accessed. Using a computer and
accessing evidence on that computer has the intended or unintended consequence of altering that

evidence, even if only to change the log information, “last date edited” information, etc. Kraft

! The original affidavit of Ms. Kraft, dated May 27, 2005 was filed with plaintif{’s motion to
preserve evidence.

The original affidavit of M. DeL021er dated May 31, 2005 was filed with plaintiff’s motion
for expedited discovery.



Aff. 9§ 5. In order to prevent this alteration of evidence, a forensic image of a computer drive can
be taken to preserve the evidence in its current form. Mr. DeLozier possesses the necessary
experience and equipment to preserve that evidence.
| ARGUMENT
SIERRA SHOULD BE ALLOWED TO IMAGE FALK’S HARD DRIVES.

I. Imaging Should Be Permitted Under The Applicable Legal Standard.

This Court .has broad discretion to issue discovery orders and to direct that discovery
proceed on specified terms and conditions. N.D.R.Civ.P. 26(c) and (d). Among the Court’s
broad discretionary powers to regulate discovery is its ability to allow parties to take depositions
and to require the parties to produce documents and things more quickly than otherwise required

| by the Rules. See N.D.R.Civ.P. 30(a) and 34(b). Sierra fespectfuﬂy moves this Court to exercise
its discre_tién to allow certain limited discovery, consisting of the production and insPectioh of
computers and storage devices,? to proceed on an expedited basis in order to enable Sierra to
secure evidence that otherwise would be impossible to g'ather'and which will be deleted and
irretrievable with the passage of time.
The items to be produced are identified in the Plaintiff’s First Request for Production of
Documents and Things. Speéiﬁcally, the plaintiff .seeks the production of the following limited
things on an expedited basis, which appear as Request No. 1 of the document requests served

upon Falk:

3 Rule 34 provides vests the Court with authority “fo permit entry upon designated land or other
property in the possession or control of the party upon whom the request is served for the
purpose of inspection and measuring, surveying, photographing, testing, or sampling the
property or any designated object or operation thereon...” (emphasis added).



Produce for the purpose of allowing plaintiff to make a forensic image, all computers,
hard drives, floppy disks and other storage devices, including magnetic storage devices,
you have used in 2004 and 2005.

Due to the nature of computer systems, information stored on computers can cease to
exist merely through normal usage, or through deliberate deletion. Data deliberately eliminated,
is not immediately unrecoverable. Affidavit of John DeLozier. Rather, it remains on the hard

“drive of the computer upon which it was stored until such time as the disc space upon which it
was written becomes. overwritten with other data. Ic_l. Over time, and the in_ the normal course of
use, the disk space becomes so oirerwritten that recovery of the data in meaningful amounts
becomes impossible. /d. Sierra needs to secure the compuf,ers and other storage devices upon
which the data at issue in this case was stored to record that evidence before it is nretrievably
lost. |

Sieﬁ‘a only needs to have access to the computers and _étorage devices for a brief period
of time in order to record a forensic image of those devices._ Id. That image can then be
accessed and reviewed at a more leisurely pace, and with an opportunity to separate 1‘elevan_t'
from irrelevant data. Jd. This methodology is entirely appropriate for cases where computer
.data is critical to an adjudication of the merits of the case. R.S. Creative, Inc. v. C}*eatz'vé cotton,

| Lid., 75 Cal.app.4th 486, 89 Cal Rptr.2d 353 (1999)."

As ordered .With regérd to Defendant’s Ritz’s hard. drives, the Court should not only
provide for the images to be made, but also allow them to be reviewed by Sierra’s expert for
relevant information. N.D.R.Civ.P. 26(c) and (d). This can be done under the protective order
already stipulated to by the other parties to the case, and thereby put in place protections so as
avoid embarrassment to Falk. See N.D.R.Civ.P. 30(a) and 34(b) and 26(c). Sierra respectfully
moves this Court to permit Sierra to conduct a review of the hard drives to be produced by Falk,

in order to run various searches for key expressions to gather evidence.






