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IN DIETRICT COURT, COUNTY OF CASS, STATE OF NORTH DAKOTA
L el A S S

Sierra Corporate Design, Ins., File No. 09-03-C-01660
Plaiati, .
AFFIDAVIT OF LESA KRAFT IN
V- SUPPORT OF MOTION FOR

‘4T , DAMAGES AGAINST

David Ritz and B Falk, DEFENDANT FALE
STATE OF NQRTH DAKQOTA 2
R

COUNTY OF CASS )
After being duly sworn and under oath, Lesu Kraft, states as folloors:

1. I am the president of Sierra Corporste Design, Inc, (“Siemra™),

2. In the course of identifying the incursions into Sierra’s servers in April 2005,
various Siemma personns] including the Network Administeator, News Master, Security Officer,
and DNS Administeator had to et aside thair regular duties in order to diagnose how the servers
Wwege accessed, evaluate any damage done to them, and close the means of access through which .
the inoursions oocurred. Employee hours in April and May of 2005 that were devoted to
identifying, addressing and correcting the wnauthorlzed access to Sicrea’s computers, cost Sierra
§7,750. |

3. Slerra also had 1o hire a consultant from The NetWork Center, Ing. in order to
complete these remedial measures. The NetWork Canter, Inc, was paid for thoge services
reodered {n the following amounts:

& 4/18/05 = §312,50
»  5/25/05 =$125.00
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o 7/22/05 = $625.00
Sae the attached Exhibit A.

5. Inconjuncrlon with this lirgarion, Siewa has also employed & computer foreasics
expest, John Delazier, who has taken Images of Ritz's hard d:ivas twice, His foes and expsnises
have been in excess of $26,937,52, Copies of his fnvoices are attached aa Exhibit B,

Mz, DeLozier is in tha pracess of w.klng images of Mr. Palk's hard drives but wo have not yet
beem invoiced for those gervices,

5, After several attempts to sexve the Summons and Amended Complaint on Bd
Falk, we hired a privata investigator o get him served, Attanhnd hereto a3 Exhibit C is a copy of
the invoice in the emount of §1,000 from TransWest Invcsﬁgmiona.‘

FUR YOUR AFFIANT SAYETH NOT.

PR ) S

Lesa Kraft \l

Subscribed and sworn to before me this
3rd day of November, Z005.

clary

1038484.1
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EXHIBIT A
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?'% NetWork Center, Iﬁc e m IINVDmsS'f
. :%: , AT “Sarvice Theken
T 3487 Seuth University Drive .
INETWORK  FargoND 58104
(701) 235-0940 |
Biil To: o Ship To: _ res -
Sierra Corpoxate Daston : Siexrxa Corporute Derign
Notes: _ _ ‘ )
Discuss dos security snd solocation seourty {RICH N- Apr 15 2005 9:04AM }
Sustorner Salosperson ID Purchusy Order Na, Stdpping Methad Inveica Date  Paymont Terma
10332 P l!{A,KIM'IBLI.. . ' . : 441872003 Nat]ls days
' Shipped Tteoa Numober . Description Uit Frico Ex, Prica
250 3-LABORSTD ' BICHN - Cat | - Onsite Maintenance 312500 $312.50
331250
o 5000
Trads Discouat , $0.00
Tax - . ) $0.00
Shipping & Handling $0.00

Total _ 3150
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g’?-ug

it

Tad

Network Centar

£000 Community Flrst
WP CHECK

INVOS32667

YY)

005 S
4120/2 21250

312,50

BINDIZ (11M8) 13728
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NetWork Center, Inc.
3487 Soath Universlty Drive

NETWORK  FargoND' 58104
CENTER  (701) 235-0940

Bl To: . .
Sterra Corporste Destgn

anm
Review nkusion and disauss mﬂm@ohmﬂhng. {DANR-

DAGE 04317160 Fax Server

' Py
. Invoice: nnwnmms
Sorvice Ticket:

Skio To: ]

Msy 202003 24TEM} .

Ii Ll

Sustsmer 1D SplwpersenID Purchage Order Mo, - ﬂﬁwhguuﬂﬂ Tavolcs Datz q§2??£:?
10389 PARNELL DELIVERY-SERVIC F24/2003 Uit Prona Bt Friee
Shippad Hnmhet Description
1.00 1I.ABGI‘?§11J DANR « Cui I » Cnsits Maiotenanos 3125.00 5125.00
51
Snbtoml $125.00
Mise $0.00
Trads Discount 30.00
N b
- s ),
= $125.00

Total
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¥

A

" p

ﬂ .
Ty

sz_u,} Camter

£000 Gommunity FIrst  [nv0833788

R WP CHEDK

15481

5/2512006 .
125.00 .

425,00

FINML (S 100 AT
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- U L] U-T. :
;§-<;-gﬁ . NetWork Center, Inc. .o Invdice: INV0936000
L) L3N ) * T .ﬂmu
3487 South University Drive
NET%RK FargoND 58104
(701) 235-0940 Ext. 0000
Bill Te: .. S!up To:
l " Sterrn Corporate Degiyn
Notos: '
Tmages drives for paading litigation. {DANR-mzzms $:01AM )
Custeaior ID Salseperson TR Purchags Crder No, Bhippving Method Payment Terms
igzzy - FARNELL . DEIIVERY-EERVIC Net 15 days
Shipped ¥iem Nomber ' Dagaription . Uit Price Fxt, Frice
5.00 1-LABORSTD . DAN R - Cat -~ Onsite Maintenance 3125.00 562500
’.
abrtotal $625.00
:ﬁ” 30,00
Trade Disconnt $0.00
Tex . $0.00
Shipping & Hendling §0.00

Total | $625.06
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JIERAA CORPORATE DESIGN
*  "Nelwork Genter

1000 Community First INV0B38000 - -m _ :

ESD e ssaros rowise. anm0TR 0304 eetvemitiona s

a0

16031
- 625.00

625.00
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EXHIBIT B
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Slerra Corporate Design, Inc.

Vendor QuickReport
January 1 through November 3, 2008

Date

04/18/20035
0B/25/2008
Q8/22/2006
0e/26/2005
101772005

Check

Num
T

16824
15838
18107
16213
18010

Meme

Invi¥ 29
Invi# 28
v 33
INVH 34
Invit 368

Total

Amount

-2.500.00
~4,716.82
~4,470.7C
-40,000.00
-5,250.00

-28,837.52

Fax

!

Server

Page 1 of 1
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SIERRA GOAPORATE DESIGN
NPLY Sacurity

QM%@@

CTITTITTTITITITITINLT

1000 Commurty First  invit 33

gﬂlﬁ!ﬁ—ﬂiﬂ LiBH-22909M

53 3Zovd

investigation

04.0

& @
BYZTLETTBLT

16107
4,470.70

4,470.70

LEBT GZBZ/EB/TT
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Nply Security . ' . Invoice
2810 Trinity Mills Date Irvoice ¥
#209/317 »
Carrollton, TX 75006 B172005 . 3
Bill Te
Siarre Derign
Jery Rayoolds
48514 Amber Vaiisy PRTkWay
Puryo, ND 58104
USA
Description . . _ Ai'nuum
R i isition of Daln 2,500.00
m ::::?;nme: for Milwaokes 1,970.70
bty
Total . S4470.70 -

nR e TTTTTITITTTTTITITITIT RYZTLELTBLT LE'BT GZBZ/EB/TT
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Q@ ————

l “—_ﬂnﬁﬂﬁhm DESION'

v ' 8128/2005
NPLY Secury - : N 4.716.82
Jerys legal fees . .
4,118.82
1000 Community First v 20
LR 'llr.m SRR (L o4y ST ‘
- ]
' Descrigtion Amount

Forengiz Aequisition of Data ; 4,;’50338
Consulting prior to soquititfon ' z,m:sz

Traval wnd Expenees for Mitwankse

Tt's Deen & pleasure working with yuul s . ’ Total ' 5721682
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Larkin Hoffman

Cllent

Continianial Akfnas
- Continenial Allines
Memiot Courtyard

Expenses for weak Wask Ending 6-24-2006
Verdor

Coninente’ Aflinas Dallas - Mivaukaa

Foom and Tax
Roor end Fax

" Room and Tax
Tad from Airpors
Taxd bo Cosrgisaa

- Foxito Holal
Tl fo Office:
Tad to Hotal
Taxl o Clitos
Taxt o Aepeat
Tecd to Office
Taxd to Hotel

Lacie 5000 HOD
200G IDE HDD
200Gb IDE KDD
2006h DE HOD
Pasidng st DFW

SemaDesign

Date Prca
SOI2006 § 574.30 Yes
.. 642005 § 10000 Yes
6222005 $ 100.00 Yes
612072006 $§ A62.21 Yes
B212005 $ 18421 Yes.
2202005 § 18121 Yes
6202005 § 300D Y
a@21/2006 $  BR5D Yes
S02005 $ 600 Yes
62112005 § 6.00 Yes
22005 § 600 Yau
. /2212005 § 600 Yes
© g/23l2005 $  30.00 Yes
8/2212005 & 600 Yes
8222005 $ 600 Yex
- gl2005 3 334 Yes
g2ofnn5 £ B.53 Yes
) BI21/2005 § 42039 Ves
sMBR005 § 13000 Yes
SHO2005 §
HIBI2005 $ 13900 Yes
GZM2006 § 0400 Yes -
6/21/2005 § 35.30. Yes
B2272005 § 3483 Yes

Total

. Relmbusehle Reclept

13800 Yes
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MILWAUKEE DOWNTOWN
300 W.MICHIGAN 5T
MILWAUXER WI 53203
© 414-291-4222

JMILARORXE ORIl Courtyncd ke

JOEN/MR DELOZIER ‘ ' | 314 . RBEA

2132 CANNES DR GENR

CARROLLTON TX 75005-2923 1

< 159,00

LUCENT . S , '

300w 05 . 05:41p  21um0s @P-91186

L0Jun0S  RB3i4 ROOM CHARGRE .159.00 | ,
A0JUm0S  RI31A : 'ROON TAX 23,21
41706 AX314 - AMERICAN EXDRESS 162,21~

’ AR R AL LA AARA LRt s Rt bl Y L)ty

¥, Your AMBRTICAN EXEREZE gaxd oo file *

* will be charged § 182,21 >
trthkdhk bt kbbb hhbb bbb b T AL b d ek erd

¥*  BALANCH . Ww#% .0
Karrlott Rewards Club Member . Retain this receipt for your recozrds.

* Yo L %k & &

Sohrtyard ¥ilwaukee Downtown-Now offering Free High Speed Intexmet
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v

MILWAUKER DOWNTOWN
300 W.MYCHIGAN ST . .
- MILHADEER WI %3203 - :

414-251-42223

GUEST FOLIO

el R

- - - | f..l‘-.s:l_
(‘b‘URTUU"U
|2 ,\\ab-nuu"‘"

Thank yox fer selecting Courtyasd by Marriott. Ve truge that your
axpetiondd with op kas Includad warm and gracious seryice, sod the
ype of tceommedations expwcted.

Lo R T

Wa look forward &0 serving you sgain on future srips. For edditlonal
resorvetione, ealf sur tell-frad rarervation number, (800) 321 2211,

wtvuﬂ am:

3

. et ki JOBWHR Imr.ozzﬁ 3
'273%. CANNBS DRn [ 3 T

bl - “CARROLUTON T, 75665-3933*% :

3&§&Eﬂ

\ e '.- H:-",»
I x.u*czﬁ&' et R U
g T S

L] ‘ns "-I-.l:';' l-!,fq l'v‘& |‘| - .

R e o BT SR «"*‘mmhw,@f,:a i

«'L-«

2Lmos TEIBS2 .75 |
A1Junls PJ218 - Markel Baverage - 1.8%
ALTun0s Toz18 .11 .
213unis wJale Market Boverage 1.89.
21.Junls mH218 Salagz Tax - 5 O
21J0ua0s PU218 Market Sundries 1.79
ZLTIn0 s TH21E ' gsles Tax J10°
2LTonds cma1s . . Qutmi&e Ragtaurant 35,3¢
1lTunls RRZ18 ' ROXM CEARGE 159.00
21Junis RT218 ROOM TAZ 23.21
223un05 AX218 . BMERTCAW PXPRESS 234,15~

1T 423238 &2 2] **i‘*ﬁii**i**ii*i*!*!#i*i‘

* Youy AMERICAN EXPRESE card on file ¥

* will he charged 8 224,18 *
'i'k*i'Qi******i***i*!tt*f‘*tit*****i‘****i‘

4 BALANCE  #% . .0D
' Rerain t.his rece.ipt for your records 1‘3

LA TR T B L L L . . .

Courtyazrd Milwankee Dowatown-Wow offering Free High Speed Internet

GUEST JIGHATURE

COUATYARD RESRAYATIONSE (100) 381 2211 )




LArgl1n HoOft ifman 3/29/72008 3:00 PAGE 053/1860 Fax Server

. Ca

Lbnﬁ' '.n;mn

m
= NAAESEON- -

MITWAUKER DOWNTOWM. - GUEST FOLIO

Y

300 W.MICHIGAW 87
MILW2UEEE WI S3203
£14-291-4122

Thank you for solecting Caurtyard by Martioes. Ye wust that your
expariancd with us has includwdwrarm snd gractius service, and the
Type‘of accommodations eipectad.

-----

W look forward ea sarving you agaln o0 fucure oripr, For rddicfonal
raservtions, call sur tolkirex reservasion number (800) 321 2211,

WWWM!

':’f' “"..r" "t ’, '; _UJ‘.J g {.1

7 ) et {Mir %,

kit Al bt ﬁéﬁm
O gaag DR Spie

%) ; m
%ﬁ"" "&a jh, ,t, }r, ” ""

;-ﬁm-;-au-.-r

et s AL

220un0b M70013 - HOVIRE . . 12,68
23Junlds TEO06 8 } LOL PEA78’ .75
2A2Junds RIS30 ‘Market Bevearnge Y.65
220Mn05 THE30 ' Sales Tax A0
220unoy BI530 . Harket Baverage 1.63
22qunob T$530 Bales Tax 10
22Jun0b BUS30° . . _Market Sumdries 1.45
22Junls TS53Q - Balan Tax .03
22TJunds PUS3Y Harket Sundries 1.459
22Jun0d TeEA0 sSalem Tax ' .05
22Jun0s CM530 . outsida Restauzmul 34.83
22.Junns RES3D ROON CHARGE - 159,00 3
220un0s RT510 : . ROOM TAX ) 23.22
23Juno0s ARE30 AMERICAN BXPRESS 237.11«

i*i*#’ﬂ*it**it*iit***ii****!t‘ﬂ‘kt*ii***
* Your AMERIC2AN EXPREZS card oun £ilie *

) : # will be charged § 237.1) %
. . *-rpit*it*i*.}ﬂ*ﬁ*i*t**tit**i***w*!-ti*

Ll BALANCE  ** i B .00
Marriott Rewards Cluk Manjber: Atiin thig recelpt for your racoxos.

PO T R L L

r

Courtyard Milwaukee Downtown-Now offering Free High Speed Intmxruet

' QUEBAT FIGNATUMNE,

COUNTYARD RESERYATIONT [R09) 821 2211
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es ocTicket Rinerary!and Receipt
-2
} Flight Depsrt - B fic:] . Anive L
% %ﬂus COZ7388  Dallas-FL. Whrih T00.AR Clwvolrd ) %ﬁsﬁm Eﬁuﬁ; m R
; Cparyted by F¥xpreysdot Alrfinas, Ing, dolng business a5 Qorlnental Expross . o
SMan  AJUNOS COMRE  Clevelend 1200 P Mlwacken 1245 P ERJ 148
‘ Operatnd by Wm Ine. dnlng tuzineas as Cortinental EXprese

TPV ERJ 145

Jre  21UNOS COZOBUE Miwmyime 4l P2 __ HoustonbBush It

Conﬂrmaﬂon Number. slalEGe

Snack ‘

Tis 2JUNGS COAINE FirmsnBusning oM altes. L Worth 'wmm 73400

.ltincrarl.’and Receipt

¥ DELCZIGRACHNMR . 10B/MAQ, - COSZTING41 Z7EDE :

DELOZIERJOHNMR . - Confirmation Number: 3LELEG

Faros sm,gs Tox; 7245 | FscPemon: 57430 | aTiskat Tobwl; 574,90 itsuy Cale; §ME2008
nd,  Thisticket chall explir oy yewr from date of e,

Ri-0E]1
T o wiem .
Eidlhl B ST IR -

2950 ¢ MSTEDNTOCON 108
WL 2 -

USRI A0S 13(2

wmm WY CRERE
DY 120 SNISHRY 831 SN
RS 20 TGS A
TR WSS EIEIN A0

28 v7:
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HEHS COHNECH
HHPKIHS IHTERHATIUNAL
. ELEVELAND, DHIg AIRPGRT

Pﬂtﬁu}}y ?agrlimdaoi;arks " .
ret Class Bive ' ‘
) ?tac?sin e ssz-fffhm ne ' "
1 qalikes HI ------- A AT N .. —.
Plore (414) 3260014 . fTRN 8326 wuN29t05 t0isaan
Host: Jan /205 | B
Ordoré7s o, BRM L oigsreness
i e
Ice Tsa (2 M, e :
i T [2 H.4) 2.8 ! REESES PIECES W/ 1,19
‘ Dréa Sar .8 iubtotai ‘2,18
i Bub Total B.0G A ' 0,16
nt Paid .
Tax 0.47 . Cagh - . 3. 53'04-0
. 0.68

thange Dus

g::

i

i

! Dine 1n Tota)
.

"Auth: 68584

Thu*sforymn'u51mma
ke raally zppreciate-it|
Yis1t our Website 0

wind pothally.com”

]
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SIERRA CORPORATE DESIG . A/ N
NPLY Security AN, . 8. 260.00

“ m ) | - | 5,250.00
1000 Community First  invé 36 _ | |

B oune musnicss k. 313002584934 wncavishowin e e

—— i p—

18 Fvd TITTTTITLTITTITTITITL T @PLTLEZTBLE LE:BT mwwmxmm\ﬂa
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nvolce
Nply Secuxity l
2810 Trinity Mills Date Involis ¥
#208/317 HYS/2005 1]
Carrollton, TX 75006
Bll To
Slarra Degign
Lesa Conft
4514 Amber Villay Packway
Fargs, ND 58104
USA :
Dsecription Amount
Fopuasie investipmion ~ evmails, nomble programy, tmallookied rapas 5,250,00
ing wi | e -
It's been & pleasure working with you Total 525000
> et TTTTFITTTIFTFTTITITLT AbZZLETTRLT LEipT CTRL/EG/TT
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SIERRA CORPORATE DESIGN
=+ NPLY Securtty

ey

/f“mmhwaom

©
47@@

1000 Community First  INV# 3 ‘ _-

@ggi EHB-E20-000  vnlrhis o

£ =HoNd TTITTTITITTITITITITLT T

9 @
BYZZLEZTALT

16213
10,000.00

10,000.00

LE:BT &ZBE/ER/TT

(A1
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I ']
T voice
Nply Sectzity In
2810 Triniry Mills Date Imeaice #
#209317 VTGOS 54
Carrollton, TX 75006
Bl TS
Sl Deslgn
Jt:y“ Reyrolds
4614 Amber Valley Parowsy
Fargo, ND 58104
Usa
Description Ameunt
eatigntic ' §,000.00
Forunais Investigntion/ Discovery CUdpowerhook hingeZ )
Deta pr:p- (zigoatue analysiz, huh ensbysis, imuge sompression) ,000.00
¢ e o
Thank you for your bustnaig. Total —

A - S PTTTTTTTTITITTITTTITITTLT .y C RPZTLEETBLT . ABIGT .STET/EB/TIT
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MILWAUKEY DOWNTOWN - GUEST FOLICQ
300 W.NICHIGAN 27
R R KILWACRER Wi 53203
-l Avarvei 414-291-4122

Thunk you for swlecting Courvyord By Marrlaer, Wa trust that your
mxparigncy with ve has Intludad warm and geeclous asrvisa, and the

typu of scammedatians axpacead.

Ve Sock forward o sarving yoi agaln o futyre trips. Fer additiont .
ragarvationy, call cur collfes razarvation number, {(80G) 321 2311,

R NEZAGITIOS DOMSTONN Qomrtymsnl DUALS
M T YR S TS EAC Ly
e

ERLL A L
N a3
T B

"'I;bf":;l'"

08AUU0S MVG013 MOVTHE 13,72
08AuUg0S RBE16 ROCH CHARGE 155.00
08ANGOH RT515 ROCM TAX 23,421
08ALGOE TEOE0S , LOL BH289 L75
08Augos CM516 Qutsida Regtaurant 26.18
- 03Rug0s MYo042 MOVIA 13.7%
082905 THEOS02 LCL PH28D .75
Coaugly EM516 cutgide Ramtanrant 23 . B8
0 9Aug 03 RB516 _ ROOM CHARGE 159,00
0 5Aug05 RTS16 ROOM TAX 23.21 ‘
10Angos AX816 AMERICAY EXPRHESS 443.30~

*‘!i‘k'***‘l."l‘**W**i"i********i—***ii#&********

! ¥ Your AMSRICAN BEXFRESE card om file »
" T + will be chargad $ 443.10* . L

f:wwni*iw*r*wt*raw**wt*****i**wt*www3i

v BALRHCE  #* .40
Marrioth Rewards Club Mepber: XZXRX6ESL. Retain this receipt for your recovds.

L2 ] * % ek g Wk

Courtyard Milwaukee Downtown-Now offering Free High Speed Intermet

AYLsY SIGMNATVRE,

COURTYANE ARSRKYATIONS [800] 441 R1¢

4

P COCTt L TTTITTTTTTTITTTTT T 2T w0 BEZZLETTRLT -‘-’I.E:B:I 'QNZBZ;E;E}II

Tl
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Cllent: ’ SiorraDesign .
Expanees for wask Wesk Ending 8-14-2006 : : .
Vondor Catogory Description Dute Prico Roimbusabls Reclept Billed fo:

Continental Transporkation Flight From DFWY - MKE BE05 § 72000 Yeos Amex
Courtyerd Marrint Lodginyg Hole! In Mwaukee 882005 $ 18221 Yes Amex
Courtyard Marrkst Ledging Holel I Milaadion e2005 § 18224 Yeu Amex
"Fenct © Trapspoctation Cab fromn MKE - Offfce OE005 3¢ 300D Yes Amex
Taxi - Transportafion Ceb from OfficeloHolal B/8/2005 & 4.00 Yos Amex
Tai _ Tremzportation Cab from Office o Holel  B/S2005 § 400 Yos Gesh
Ted " Trensporiation Cab from Hotello BKE.  BHG/2005 $ | 33.00 Yes ArTioX
Burger King " Lunch tunch af Alkport - GRJ2005 § . 423 Yes Aoy
Johwmy's Pizza Shutile Dinmer ‘Dinpar in Holel BfBf2005 § © 2818 Yos Room
Johany'a Pizza Shutite " Dinner Dinaer in Hotel BOP005 $ 2321 Yes Room
, Fry's Hardwara Mautor 150 Gb HDD aif005 § 108.09 Yeaa Viza
Fry's . Hardware  Maxter 180 Gh HOD B/Z2005 $ 1088 Yes Visa
Fry's : - Handweca Magier 160 Gb HDD 8Aancls § Mi1ss Yos Visa
Gompusa : : = Hardweso LaCla SO0GR HOD 6272005 § 4£x35 No Amex

Totak $1970.70
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L 3F:

e -ulna rza"

|

', lIlBE' l: o} ,

- BURGER KING BRA33
HOPKINS INT*L AIRPGRT
CLEVELAND, UHIO

6425 Chris
5089 AUGOB'0E 11:44AN

X
B

1 8 PC GHIX YENDER 2.09
1 LGE 8004 1.88°
XK%!X!}(IXKHO(M o KX/ EX
MEX | A2 ITY 420
SUthtB] 4,08
b.15
Aﬂt Paid 4 . 23
Fy
DaTE
FACM

™

FANP—-..-_,_..I'"QO ViMoo, CAR NO,

Aty

SIGNATURG (x]

CSTETTYTTYTYTTTYYYTCT fa

Fax Server
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