of unwanted message sent via the Intemet

IN DISTRICT COURT, COUNTY OF CASS, STATE OF NORTH DAKOTA

A

John Doe, ) Ctvil No. 09-05-C-543
)
Plaintiff, )
)
Vs ) ORDER GRANTING
) DEFENDANT’S MOTION
Ed Falk, ) TO DISMISS
)
Defendant )

tion to Dismiss for Lack of Personal Jurisdiction was heard on

and considered the testimony

[

February 28, 2006. The Court reviewed the entire record, hear
given at the hearing, and is fully informed in the premises.

BACKGROUND

Plaintiff John Doe (Doe) brought an action against Defendant Ed Falk {(Falk) alleging
defamation and intentional interference with prospective business advantage adsing out of

information contained on Falk’s website, www.rahul.net/falk (“the Falk Website”). Falk resides

in California, and has resided in California continuously for over 19 years. Falk has neither lived

ot engage in business in
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‘in the State of North Dakota, nor has he visited Noxth Dakota. He doe:
North Dakota, and has never owned real or personal property within the State.
In or around 1994 Falk began taking part in online discussions regarding Usenet Spam.

Falk’s online discussions were aimed at eliminating spam and the problems associated therewith,
& Y

mncluding problems with pomographic spam. “Spam” is a colloquial term used to describe
o o £ S

unwanted electronic junk mail and newsgroup postings, and can also be used to refer to any sort

et to a large group of people. Spam usually takes the

form. of unsolicited commercial advertisements for various products and services. In response to

maction from Internet service providers, Falk wrote a program, and began monitoring sources of
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would collect the spam and generate a daily report to send to the service

spant. Has program
provider. Falk also posted these daily summaries to a newsgroup site. Over time, his list of

service providers and spammers grew to over 400. He then created the Falk Website to prese

information regarding the fight against spam. Each Internet service provider and/or spammer

was given a case file within the Falk Website. Falk has indicated that his investigations were at

{icated to: “(1) identifying the spammer, (2) nforming the spammers’ service

providers that the providers® services were being used to send spam, and (3) maintaining a
! >} &

careful history of those companies that permitted spammers to continue to operate using their

computer resources.”’

Ip or around 1997 Falk added Netzilla to his list of spammers being tracked and began to
compile a case file. On his Website, Falk listed all of the domain names he could associate with

Netzilla. To accumulate this information, Falk testified that he ran a “whois” lookup on

Netzilla “Whots” is a public registry accessible through the Internet. It allows a person to

check public records for ownership of Internet sites. The Falk Website indicates that the “whois™

5

lookup identified Netzilla as being owned by Intel Telecom Corporation, with Doe listed as the

L S arer s ‘ - , . .
¢ontact person. Falk additionally ran “whois” lookups for Intel Telecom and Sexzilla.com,

which is another domain name Falk believed to be associated with Netzilla. The results of those

s to Doe. Falk’s “whois” searches lead him to believe that Dos

mm

searches likewise provided linl
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operated the Netzifla site. Falk thought these search results were conclusive, and di
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further to personally verify that Netzilla was owned by Doe. Falk’s Website specifically

comnects Doe to Netzilla.net and Sexzilla.com, and lists Doe’s address and telephone number, as

well as the names and addresses of persons believ

.

In addition to the “whois” queries that provided information as to ownership of the site

Falk gathered additional information to determine who the network service provider(s) were for
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{llanet and Sexzilla.com. To accomplish this, Falk, or someone in the Usenet newsgroup,

ran a “traceroute”. A “traceroute” traces the path that packets of data take to get from one host to

another. The traceroutes hit servers located in North Dakota. (Falk was unaware of the location

of the servers.)

Falk’s compilation of data on Netzilla.net additionally led to information that Netzilla

owned the domain name Newsfeeds.com. Newsfeeds.com participates in message-based
communications through au anti-spam Usenet newsgroup. Falk has communicated with
Newsfeeds.com’s abuse department via the Usm t newsgroups by directing messages to

r replying to them. Falk has directed comments and questions towards

[}

Newsfeeds.com
Newsfeeds.com, replied to other user’s comments about Newsfeeds.com, and mvited
Newsfeeds.com’s reply or action in response. Information obtained about Newsfeeds.com
indicated to Falk that Newsfeeds.com was based out of Las Vegas, when 1 reality, its servers are

Jocated in Fargo, North Dakota. Newsfeeds is incorporated in Nevada but operates its servers in

North Dakota. Falk admits running at least one traceroute that would have gone through the
Newsfeeds server, but he was not aware that server was located 1n North Dakota. Newsfeeds

& e
advertised that it provided uncensored and unmonitored access to the Internet.

fronat

If printed out, the Falk Website would consist of approximately 13,500 pages. The

Netzilla case file maintained on the site consists of approximately 9 pages. (Exhibit A to Aff. of

Brad Allison). Doe’s name is mentioned on those 9 pages approximately 21 times. North

Dakota is not specifically mentioned on the Falk Website except that it lists North Dakota as

On or around August 25, 2004 counsel for Doe sent a cease and desist letter to Falk

dly defamatory content from his Website. Falk posted

demanding that he remove certain allege
this letter on the Website. A follow-up letter on October 14, 2005 demands that the entire site be
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t. Falk has indicated that these letfers led him to believe

not know for sure whether a suit
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that a lawsuif agamnst |

In or around November, 2004, Falk received an email from an attorney in Fargo, North
Dakota, Michelle Donarski. At that time, Donarski was not Falk’s attorney, but instead was
istance in another lawsuit initiated by Doe against her client. Donarski
indicated in her email to Falk that she } rewed the Falk Website, specifically the
information contained therein regarding Doe. Falk indicates that he probably responded to
Donarski first by telling her that the information on the website was accurate, by sending a
second email containing information, and by sending a thixd email to follow up.

On February 18, 2005 Doe filed the present action. That same day, or shortly thereafter,

Falk was contacted by a reporter for the Fargo Forum, and consented to a telephonic interview

1
ne
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e reporter nformaed him that 2 suit had been filed i North Dakota. Falk mdicated that wa
first he had heard t:hzﬁ Doe had followed through with his threats to file suit. After an article on

the lawsuit appeared in the Fargo Forum, Falk updated his website by providing a byperhink fo

£ oy . . .
the Forum article. Falk further admits that he visited the Fargo Forum website, but did not
register there

The Falk Websi not interactive in the senss that a user accessing the site canpot add

information. However, the site is not static. Falk updates the information contained therein on a

sporadic basis. The site contains an abundance of information regarding spam and spavumers. It

does not offer any products for sale, though it does contain approximately 3000 hyperlinks to
either other websites or information within the Falk Website. Of the 3000 hyperlnks on the Falk
Website, approximately 9 relate to Netzilla.net.
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ISSUE PRESENTED
Whether this Court has personal junisdiction over the Defendant.
ANALYSIS

Al Types of Personal Jurisdiction

North Dakota’s Long Arm Statute is found at ND . R.Civ.P. 4(b)(2) which provides in

pertinent part:

(2) Personal Junsdiction Based Upon Contacts. A court of this state may
exercise personal jurisdiction over a person who acts directly or by an
agent as to any claim for relief arising € rom the person’s having such
contact with this state that the exercise of personal jurisdiction over the
person does not offend against tradition a% notions of justice or fair play or
the due process of law, under one or more of the following circumstances:
& & 5
(C)  committing a tort within or without this state causing injury to

another person or property within this state. ...

To defeat a8 motion to dismiss for lack of personal junisdiction, the nommoving party need

only make a prima facie showing of jurisdiction. Atkinson v. Mclauehlin, 343 F.Supp.2d 868,

870 (D.N.D. 2004) (citations omitted). The plaintiff’s primua facie showing must be tested, not

by the pleadings alone, but by the affidavits and exhibits presented with the motions and in

@r‘.. 4, 0= Ty - N 5 »3 i a4
opposition thereto. Id. (citing Dever v. Hentzen Coatings. Inc., 380 F.3d 1070, 1072 (§th Cir.

2004)). Questions of personal jurisdiction must be decided on a case-by-case ‘Ggsz; depending

on the particular facts and circumstances. Beaudoin v. South Texas Blood & Tissue Center,

2005 ND 120, § 9, 699 N.W.2d 421, 424 (guoting Ensien v. Bank of Baker, 2004 ND 56, 676

N.W.2d 786).

Doe asserts that the following contacts by Falk constitute a prima facie showing of

Jurisdiction: (1) Falk mamntained a website “targeting” North Dakota; (2) Falk engaged in

Internet exchanges and/or postings with people in North Dakota through Newsfeeds.com; (3)

(1
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interview with a reporter from the Fargo Forumy; (5) Falk submutted information to Michelle
Donarski for the purpose of litigation m North Dakots, and he was not a party to that Iitigat

North Dakota has identified five factors used in determining per

nonresident defendant: (1) then

forum state; (2) the quantity of the nonresider

onal jurisdiction over a
nature and quality of the zz’ém‘gsxiezi fendant’s contacts with the

<

at defendant’s contacts with the forum state; (3) the

) the forum state’s interest in providing a forum

relation of the cause of action to the contacts; (4) th

for 1ts 1&

sidents; and (5) the convenience of the parties. Ensign v. Bank of Baker, 2004 ND 56, §

12, 676 N'W.2d 786, 791. The first three factors are of pri ma?"y concern. 1d. States may

exercise

Id. (citing

two broad types of personal jurisdiction: specific jurisdiction and general junsdiction.

Helicopteros Nacionales de Colombia, S A. v. Hall, 466 U.S. 408, 414 nn. 8-9, 104

~
ef

S.Ct. 1868, 80 L.Ed.2d 404 (1984)). General junsdiction 1s proper “when the defendant has

engaged in a high level of continuous and systematic contacts in the forum state,” Ensign, 2004
ND 56,9 13, 676 NW.2d at 791. A North Dakota court may exercise specific personal

Jurisdiction over nopresident defendants only if they purposefully directed their activitie

towards

North Dakota. Id. at § 15 (citations omitted).

General jurisdiction over Falk in this matter is not appropriate because, as a nonresident,

it is undisputed that he has not engaged in continuous contacts with North Dakota. See e.g,,

Ensign, 2004 ND 56, 13, 676 N.W.2d at 791 (noting that most courts are hesitant to exercise

personal

necessar

directing t

jurisdiction over nonresident defendants). Therefore, to find personal jurisdiction, it is

y to find that Falk purposefully availed himself of the jurisdiction of this state by

his activities towards North Dakota, such that speci

¢ jurisdiction is appropriate.

B. Purposeful Availment in Internet Cases

Infernst.

L

e Courts generally utilize two tests when analyzing jurisdiction issues involving the

n, 2003 ND 69, 9 17, 660 N.W.2d 593, 598 (acknowledging

Seeeg.,
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1. “Sliding Scale” Test
In some jurisdictions, a “sliding scale” test has been adopted in Internet cases to

determine whether the courts have personal jurisdiction over a non-resident defendant. This test

mvolves an examination of the active versus passive nature of the web site. Atkinson v.

At one end of the spectrum are situations where the defendant clearly does

business over the Internet. If the defendant enters into contacts with residents of a
foreign jm‘isésazm that involve the knowing and repeated transmission of
computer files over the Internet, personal jurisdiction is proper. At the opposite
end are situations where a defendant has sioply posted wformation on the
Internet Web site which 1s accessible to users i foreign jurisdictions. A passive
Web site that does little more than make mformation available to those who are
mterested in it is not grounds for the exercise of personal jurisdiction. The middle
ground is a%z@z ed by interactive Web sites where a user can exchange
information with the %@S; computer. In these cases, the exercise is detenmined by
examining the level of mteractivity and comumercial nature of the exchange of
mformation

Zippo Mfg, Co. v. Zippo Dot Com, Tnc., 952 F.Supp.1119, 1124 (W.D.Pa. 1997). See also Lakin

= AN

v. Prudential Securities, Inc., 348 F.3d 704, 710-11 (8th Cir. 2003).

-

Doe does not rely upon the sliding scale test as a basis for jurisdiction in this case,
because he argues that this case 15 not commercial 1t nature. Falk does not offer any products for

sale on the Falk Website, nor does he conduct any business through the Website. Rather, the

”II

alk Website is a source of information regarding spam. The Website is not mteractive in the

m the sliding scale test as a basis for personal jurisdiction, jurisdiction would not be proper

)
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based upon this test due to the passive nature of the Falk Website.
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2. “Effects” Test

Doe does however argue that the “effects test” first articulated in Calder provides the
basis for personal jurisdiction over Falk in this case. Sez Calder v. Jones, 465 U.S. 783, 789
(1984) (finding the forum state to be the focal point of the defendant’s actions and the hamm

suffered, and therefore finding that jurisdiction was proper based on the “effects™ of the

defendant’s out- of-state contact with the forum state). Specific personal jurisdiction may be

@
P

“(1) intentional actions (2) expressly aimed at the forum state (3) causing harm,
the brunt of which is suffered — and which the defendant knows is likely to be suffered —in the

forum state.” Core-Vent v. Nobel Indus. AB, 11 F.3d 1482, 1486 (Sth Cir. 1993) (citing Calder,

465 U.S. at 790). See also Atkinson v. McLaughlin, 343 F.Supp.2d 868, §77-78 (D.N.D. 2004)

(examining the focus of the website, whether it targeted North Dakota, and its effects in North

oy

akota). Express aiming exists where “the defendant is alleged to have engaged in wrongful

conduct targeted at a plaintiff whom the defendant knows to be a resident of the forum state.”

Bancroft & Masters, In¢, v. Augusta Nat’], Tnc., 223 F.3d 1082 (Sth Cir. 2000).
Each of the contacts by Falk in this case that are relied upon by Doe to constitute a prima
&
facie case can be analyzed to discern whether any or all o m would suffice to confer personal
Junsdiction under the Calder effects test.
a. Website “targeting” North Dakota
Doe asserts that the Falk Website targets North Dakota. However, 1t 1s clear when

;

viewing the entire Falk Website (13,50

N

f“.:)

pages) that the target and focus of the site is spam, not
Doe or North Dakota. The Falk Website does contaius a case file regarding Netzillanet that

rences and connections to persons and/or entities in North Dakota. The focus of the
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11 pape Netzilla case file is spam generated by Netzilla. It is not a case file focusing on North

Dakota. The mention of North Dakota is a result of public information searches conducted by

[24]
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Falk and/or his peers on Usenet that revealed connections between Netzilla and North Dakota.

The site contains no call to action to North Dakotans, and contains no mention of North Dakota

other than listing the state as the address of Doe and/or entities linked to Doe.  The Falk

1Id be viewed by anyone in the world with access to an Intemnet conmection,
cifically target North Dakota, and does not make out a prima facie case to confer

specific personal jurisdiction under the effects test

xY F ‘k’

b. Internet exchanges/postings through Newsfeeds.com with In
North Dakota

dividuals n

rough the Newsfeeds.com abuse

£

Falk communicated with persons in North Dakota thr

department through Usenet newsgroup postings and exchanges. However, it 1s undisputed that

when Falk ran inquiries regarding Newsfeeds.com, the results Jed him to believe that Newsfeeds

was located in Las Vegas. In fact, the evidence demonstrates that Newsfeeds.com is

[}

incorporated in Nevada, but operates in Fargo, North Dakota. Some spammers try to hide their

true identities. For example, Sexzilla.com is now registered to a domain broker i the Cayman

Islands. Falk was not aware at the time of the postings and exchanges that Newsfeeds.com’s

Jorth Dakota, nor was he aware that the Usenet exchanges were taking

oo

Servers were Jocated in

place with persons located in North Dakota. In order for this Court to find personal jurisdiction

ffects test, Doe must show that Falk expressly aimed the offensive

L"Y}

over ??ﬁ;{ under the
commumications at the State of North Dakota, knowing that the corumunications would cause

barm to Doe 1 North Dakota. Doe has not pointed to any evidence that Falk knew at the time

the communications that Newsfesds was located in North Dakota, which is an esssptial element

to finding personal jurisdiction under the effects test. Consequently, the exchanges through

~

or
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c. Traceroutes — Hitting Servers in North Dakota
alk has indicated that he gathered additional information to determine who the network

in the Usenet newsgroup, ran a “traceroute”. At least one of the traceroutes hit servers Jocated in

akota. The fact that Falk ran a traceroute that touched servers in North Dakota provides

at best, a tenuous connection to North Dakota.

nised upon infentional actions expressly aimed at the

'CZ.@

Specific personal jurisdiction 1
forum state. By running the traceroutes in question, Falk was attempting to gather information

as to the whereabouts and identiies of the network service providers for Netzillanet and

Sexzilla.com. Falk’s intent in manming these traceroutes was not invidious. He did not expressly

any server in North Dakota. He

,‘

aim any action at North Dakota, nor did he intenfionally target

was merely trying to glean information, the results of whach led to a North Dakota connection.

To attempt to base specific personal jurisdiction on such a tenuous connection does not comport

with due process. Accordingly, the fact that Falk’s traceroutes hit servers in North Dakota does

not assist in establishing a prima facie case to confer specific personal jurisdiction under the
&
ciiects test
d. Telephonic Interview with North Dakota Reporter at Fargo Forum

The lawsuit in this case was filed with the Court on February 18, 2005, On that same

]

day, or shortly thereafter, Falk was contacted by a reporter at the F: sz’z@ Forum, and consented to

a telephonic interview. The Forum subsequently ran an article regarding this case, and the article

quote from Falk referencing Doe and his involvement with Internet spam

jurisdiction “stemns from the defendant’s having certain munimu

forum state so that the court may hear a case whose issues arise from

et

108e

contacts with th

minimum contacts.” Black’s Law Dictionary 870 (8th ed. 1990). This type of jurisdiction over a

P
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he defendant pwrposefully established contact

Qe
e

defendant may be established upon a showing tha

EY

with the forum stats and that the basis of the lawsuit arouse out of those contacts. See Burger

King Corp. v. Rudzewicz, 471 U.S. 462, 474, 105 S.Ct. 2174, 85 L.Ed.2d 528 (1985).

did not initiate the contact with the Fargo Forum. Tustead, he was contacted by a

reporter for the Forum and asked to comment on litigation in which he was named as a party.

nding that contact with North Dakota to be sufficient to form the basis of personal jurisdiction

this contact with North Dakota ocourred after

e

does not comport with due process. Additionally,

the lawsuit had been filed by Doe, and therefore could not have formed the basis of the lawsuit.

o z

Specific personal jurisdiction requires that the cause of action arise out of the defendan

contacts with the forum stats. In this case, the cause of action had already arisen, and the lawsuit

had been filed when Falk consented to a telephonic interview with the Forum. Consequently, the

telephonic interview does not assist i establishing a prima facie case to confer specific personal

o North Dakota Attorney in Unrelated

b Sumilarly, Doe asserts that Falk’s contact with Attorney Michelle Donarski in November,

sufficient basis to assert personal jurisdiction. Donarski con d Falk through

2004 provides a

email on a matter unrelated to this lawsuit, mforming him that she was representing a client who

had been syed by Doe. Donarski indicated in her email to Falk that she had reviewed the Falk

Website, specifically the information contained therein regarding Doe. Falk indicates that he
probably responded to Donarski first by telling her that the information on the website was

J

by sending a second email containing information, and by sending a third email to

o,
s




Not only did Falk fail to initiate the correspondence with Donarski, Doe’s cause of action

t

L

against Falk does not stem from any contact that Falk had with Donarski prior to the litigation.

Instead, Doe’s al

et

egations against Falk are a result of information contained on the Falk Websz

Falk did not purposefully establish contact with North Dakota in having electronic

commumnications with Donarski, Falk did

Donarski would cause harm in North Dakota, and further, these communications do not form

basis of the lawsuit. Accordingly, the communications between Falk and Donarski do not assis

in establishing a prima facie case to confer specific personal jurisdiction under the effects test.

In summary, none of the contacts cited by Doe, either individually or collectively, are

3

sufficient to form the basis for specific personal junisdiction in this case upder the Calder “effects

DECISION
T IS ORDERED that Defendant’s Motion to Digmiss for Lack of Personal Jurisdiction
GRANTED, and the Plamtiff’s claims against Ed Falk, are dismissed.

Daated this day of March, 2006.
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BY THE COURT:
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Dastrict Court E&égﬁ
Hast Central Judicial Distnct
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