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Overview of the Refund API

The PayPal Refund API enables merchants to automate the Refund transaction. This is especially useful for large customers who may need to make hundreds of refunds each month.  The PayPal Refund API is callable by qualified Business and Premier accounts.

Note: The Refund API currently only supports full refunds.  Future versions will support partial refunds.

Audience 

This document is aimed at web site developers who are familiar with C++ or Java, SOAP, WSDL, XSDL, and related tools.  For more information, you can visit the following sites:

	Toolkit
	Location

	SOAP
	http://www.w3.org/TR/2000/NOTE-SOAP-20000508/

	WSDL
	http://www.w3.org/TR/wsdl

	XSDL
	http://www.w3.org/XML/Schema

	gSOAP
	http://gsoap2.sourceforge.net/

	Axis
	http://ws.apache.org/axis/

	.NET
	http://msdn.microsoft.com/library/default.asp?url=/nhp/default.asp?contentid=28000523


Architecture Overview

The PayPal API is built on top of the eBay Business Language (eBL) schema model, which comprises the basic building blocks to create messages to communicate with remote applications that interface with the eBay Marketplace.  An API client application written in C++, Java, or C# (.NET) accesses the eBay/PayPal eBL SOAP interface.

The following diagram illustrates the eBL/PayPal API architecture.


[image: image2]
Protocols and Technologies

The eBL/PayPal API uses a combination of several protocols:
1. SOAP
2. WS-Security
3. WSDL
4. XSDL
SOAP

Simple Object Access Protocol, or SOAP 1.1, is a method of sharing messages between client and server.  SOAP supports message security, attachment, routing, reliability, and choreography. SOAP is a lightweight protocol intended for exchanging structured information in a decentralized, distributed environment. It uses XML technologies to define an extensible messaging framework providing a message construct that can be exchanged over a variety of underlying protocols. The framework has been designed to be independent of any particular programming model and other implementation-specific semantics.

WS-Security

Web Services Security Language, or WS-Security, is a subset of SOAP.  WS-Security enables applications to construct secure SOAP message exchanges.  The PayPal API uses the UsernameToken and the BinarySecurityToken from the WS-Security model.  See http://www‑106.ibm.com/developerworks/webservices/library/ws-secure/ for more information on WS-Security
WSDL

Web Service Description Language, or WSDL 1.1, enables you to define the service in terms of inbound and outbound message exchanges, XML Schema definitions of the payloads, transport protocol bindings, and other service properties.

XSDL

XML Schema Definition Language, or XSDL 1.0, describes the structure of the XML payloads.  This structure is exposed in WSDL interfaces to specify the types of data being exchanged when communicating with a SOAP-based web service.

Security

The PayPal API security model is composed of two main parts.  The first part is at the transport level and is based on HTTPS and SSL standards.  The second part is at the message level and is based on the WS-Security standard.

Physical

The client connects to the PayPal API using HTTPS and SSL, which are supported by most tools.  

Logical

To access the PayPal API, the client needs to pass a valid and trusted client certificate to be identified by the server.

Authentication

PayPal needs to verify that you are permitted to initiate a Refund transaction before you initiate one. To do this, you need to send a digital certificate in a SOAP envelope.  Client certificates are required as part of the SSL handshake.  The security token is only returned when authentication succeeds.
The PayPal API uses the UsernameToken and the BinarySecurityToken from the WS-Security model.  The XSD for those two objects is defined as part of the WS-Security schema (http://schemas.xmlsoap.org/ws/2003/06/secext).  The client must use the UsernameToken to pass the API a username/password combination for authentication.  The following is an example of a UsernameToken within a SOAP header:

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope               

  <SOAP-ENV:Header>

    <wsse:Security SOAP-ENV:mustUnderstand="1">

      <wsse:UsernameToken xsi:type="wsse:UsernameTokenType">

        <wsse:Username>jruser</wsse:Username>

        <wsse:Password Type="wsse:PasswordText">mypassword</wsse:Password>

      </wsse:UsernameToken>

    </wsse:Security>

  </SOAP-ENV:Header>

  ...

  ...

</SOAP-ENV:Envelope>

To customize this, replace jruser with your username and mypassword with your password.

With every response, the PayPal API server passes back a BinarySecurityToken to the client containing the server-generated binary token for that client.  The client can then use the binary token for server authentication instead of the username/password combination.  The following is an example of a SOAP envelope containing a BinarySecurityToken:

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope               

  <SOAP-ENV:Header>

    <wsse:Security SOAP-ENV:mustUnderstand="1">

      <wsse:BinarySecurityToken xsi:type="wsse:BinarySecurityTokenType" 

EncodingType=” wsse:Base64Binary”

ValueType=”ns:Actor”

      FDSDdsddsjd38743hksD494jhdffdhDSHHKdwqr4dsd345fserFSDF43543rweSRF

      </wsse:BinarySecurityToken>

    </wsse:Security>

  </SOAP-ENV:Header>

  ...

  ...

</SOAP-ENV:Envelope>

Clients that need to make API calls on behalf of other users, such as refunding another user’s transaction, must include a BinarySecurityToken of ValueType=“ns:Subject” that authorizes the client to make the call on behalf of the subject user.  You also need to generate an authorization token for the API client when using Subject.

Approval

Approval is implicit when the authentication is accepted.  The money is refunded.

The calling site must first send an authentication sequence.  

The following illustrates what needs to go into the SOAP envelope:
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Approval is implicit in the response. 

Configurations for this service

The URL to send an API call for the beta release is:

https://api.sandbox.paypal.com/2.0/

Usage Limiters

PayPal does not currently have any usage limiters (limits on refund transactions and transactions in general) in place, but reserves the right to set limits on API calls in the future.
Using the eBL/PayPal Schema

To access the schema, you need to generate WSDL stubs from code written in your language of choice. Both gSOAP and Axis provide a SOAP framework that takes the definition of a SOAP based service and generates the necessary code for communication between the SOAP server and clients.  SOAP-specific processes are taken care of automatically by the generated code; the client only has to handle the values passed in as the parameters and the response coming back from the server.

Software that takes the definition of a SOAP-based service and generates the necessary code for communication between the SOAP server and clients is also available for .NET clients.

C++

To call the schema from a C++ program, write code that addresses the parameters, then use gSOAP to generate the WSDL.  

Software Requirements 

· gSOAP v2.3.8 

· An account on sandbox.paypal.com
· A client certificate and cacert for sandbox.paypal.com
Accessing the API

To call the PayPal API from C++:
1. Obtain the SOAP header files from PayPal (ppapi_v2.soap_2_3_8) on http://paypaltech.com/Sandbox.  
2. Use the soapcpp2 tool to generate the client stubs:
soapcpp2 file.h

replacing file with the name of the PayPal API header file from the ppapi_v2.soap_2_3_8 directory.  The soap2cpp tool also generates WSDL and sample XML requests and responses.  Save all these files.
3. Set up your SSL connection by setting the proper values in the SOAP object:
    soap->keyfile = client_key;  // client certificate 

    soap->password = key_passwd; // password for the certificate 

    soap->cafile = certificate;  // PayPal Certificate Authority
4. Set up the username/password token for WS-Security, replacing myusername and mypassword with your username and password.
   wsse__UsernameTokenType usernameToken; 

   wsse__PasswordType *pass = soap_new_wsse__PasswordType(soap,1); 

   pass->__item = password;
   pass->Type = wsse__PasswordText; 

 

   usernameToken.wsse__Username = myusername
   usernameToken.wsse__Password = mypassword
   usernameToken.wsse__Nonce = NULL; 

   usernameToken.wsu__Created = NULL; 

 

   soap->header = soap_new_SOAP_ENV__Header(soap,1); 

 

   soap->header->wsse__Security.ds__Signature = NULL; 

   soap->header->wsse__Security.wsse__UsernameToken = &usernameToken; 

   soap->header->wsse__Security.__sizeBinarySecurityToken =    0; 

   soap->header->wsse__Security.wsse__BinarySecurityToken = NULL; 

   soap->header->wsse__Security.saml__Assertion = NULL; 

5. Make the SOAP call.
   ns__refundTransactionRequestType request; 

   ns__RefundTransactionResponse response; 

 

   // fill in the request here
 

   soap_call_ns__RefundTransactionReq(soap, url, "RefundTransaction",

     request, response)) 

 

   // process the response

For more information about gSOAP, see http://gsoap2.sourceforge.net/. 

Java

To call the schema from a Java application or applet, write code that addresses the parameters, then use Axis to generate the WSDL. 

Software Requirements

· Java 1.4 or higher 

· JSSE 

· Axis 1.1 

· An account on sandbox.paypal.com 
· A client certificate and cacert for http://sandbox.paypal.com. 
Accessing the API

To call the PayPal API from Java:
1. Obtain the WSDL from PayPal at http://paypaltech.com/Sandbox. 
2. From a command-line prompt, generate the WSDL stubs: 

java org.apache.axis.wsdl.WSDL2Java RefundTransactionService.wsdl

3. Set up the SSL connection.  To do this, first obtain the PayPal SSL factory from http://paypaltech.com/Sandbox. 
4. In your Java code, set the SSL socket factory:

// do this before you instantiate a new axis client 

org.apache.axis.AxisProperties.setProperty("axis.socketSecureFactory",  "ssl_factory"); 

6. Set up the username/password token for WS-Security, replacing jruser with your username and mypassword with your password.
// do this before you invoke a new call in the PpapiBindingStub 

SOAPHeaderElement wsseSecurity = new SOAPHeaderElement(new PrefixedQName(" http://schemas.xmlsoap.org/ws/2002/12/secext ", "Security", "wsse")); 

 

MessageElement usernameToken = new MessageElement("","wsse:UsernameToken"); 

 

MessageElement username = new MessageElement("","wsse:Username"); 

MessageElement password = new MessageElement("", "wsse:Password"); 

 

try 

{ 

    username.setObjectValue("jruser"); 

    usernameToken.addChild(username); 

 

    password.setObjectValue("mypassword"); 

    password.addAttribute("","Type", "wsse:PasswordText"); 

    usernameToken.addChild(password); 

 

    wsseSecurity.addChild(usernameToken); 

 } 

catch(Exception e) 

  { 

    System.out.println("Caught exception."); 

    //throw AxisFault.makeFault(e); 

  } 

 

_call.addHeader(wsseSecurity); 

 

wsse__UsernameTokenType usernameToken; 

wsse__PasswordType *pass = soap_new_wsse__PasswordType(soap,1); 

pass->__item = password; 

pass->Type = wsse__PasswordText; 

 

usernameToken.wsse__Username = username; 

usernameToken.wsse__Password = pass; 

usernameToken.wsse__Nonce = NULL; 

usernameToken.wsu__Created = NULL; 

 

soap->header = soap_new_SOAP_ENV__Header(soap,1); 

 

soap->header->wsse__Security.ds__Signature = NULL; 

soap->header->wsse__Security.wsse__UsernameToken = &usernameToken; 

soap->header->wsse__Security.__sizeBinarySecurityToken = 0; 

soap->header->wsse__Security.wsse__BinarySecurityToken = NULL; 

soap->header->wsse__Security.saml__Assertion = NULL; 

 
7. Make the SOAP call.
RefundTransactionReq _req =    new _RefundTransactionReq(); 

RefundTransactionRequestType request = new RefundTransactionRequestType(); 

_req.setRefundTransactionRequest(request); 

 

// set up the request 

 

RefundTransactionResponse resp = binding.refundTransaction(_req); 

 

// process the response

For more information about using Axis, see http://ws.apache.org/axis/.

.NET

To call the schema using Microsoft .NET, you need to write code that addresses the parameters, then use software to generate the WSDL.

Software Requirements

· Microsoft Visual Studio .NET
· Microsoft Web Services Enhancements 2.0 for Microsoft .NET (information is available at http://msdn.microsoft.com/webservices/building/wse/default.aspx)
Accessing the API

To use Microsoft Visual Studio to write your .NET code:

5. Start Microsoft Visual Studio. 
6. Open the file RefundClient.sln

7. With the solution file open, open the file Refund.cs.

8. Edit the values in public Refund() to be the real defaults for http://sandbox.paypal.com. 
9. Either modify Class1.CS to contain your application using PayPal-specific arguments, or create a new Class1.CS file containing your application.  The following Class1.CS file is a sample application that uses the PayPal API: 

using System;

using System.Runtime;

using RefundClient.RefundTransaction;

namespace RefundClient

{

  /// <summary>

  /// Summary description for Class1.

  /// </summary>

  class Class1

  {

    /// <summary>

    /// The main entry point for the application.

    /// </summary>

    [STAThread]

    static int Main(string[] args)

    {

      TestClient test = new TestClient();

      int result = test.Run( ref args );

      return result;

    }

  }

  public class TestClient

  {

    RefundTransactionReq  req;

    string          sUserName;

    string          sPassword;

    string          sUrl;

    string          sProxy;

    string          sCertFile;

    bool          bWaitForEnter;

    public TestClient()

    {

      // Real defaults that can stay normal

      req = new RefundTransactionReq();

      req.RefundTransactionRequest = new RefundTransactionRequestType();

      req.RefundTransactionRequest.version = "1.0";

      req.RefundTransactionRequest.RefundType = RefundTransaction.RefundPurposeTypeCodeType.Full;

      req.RefundTransactionRequest.Amount = new RefundTransaction.BasicAmountType();

      req.RefundTransactionRequest.Amount.currencyID = "USD";

      req.RefundTransactionRequest.Amount.Value = 0;   // decimal (123.45M);

      sUserName = "myuserid";

      sPassword = "password";

      sUrl = " https://api.sandbox.paypal.com/2.0/";

      sProxy = "";

      sCertFile = "certfile.cer";   // @"C:\Projects\ppapitest\certfile.cer";

      bWaitForEnter = false;

      // Defaults that MUST be overridden.

      req.RefundTransactionRequest.TransactionID = "BAD";

    }

    public int Run( ref string[] args )

    {

      if (!ParseArgs( ref args, ref req )) 

      {

        return -1;

      }

      if (!ValidateArgs( ref req ) )

      {

        return -1;

      }

      TryTransaction();

      return 0;

    }

    bool ParseArgs(ref string[] args, ref RefundTransactionReq req )

    {

      int argc = args.Length;

      #region Argument Parsing

      for(int i = 0; i < argc; i++) 

      {

        if ('-' == args[i][0])

        {

          switch( args[i][1] ) 

          {

            case 'u':

              if ( ++i < argc )

                sUserName = args[i];

              else

                argc = 0;

              break;

            case 'p':

              if ( ++i < argc )

                sPassword = args[i];

              else

                argc = 0;

              break;

            case 'h':

              if ( ++i < argc )

                sUrl = args[i];

              else

                argc = 0;

              break;

            case 'x':

              if ( ++i < argc )

                sProxy = args[i];

              else

                argc = 0;

              break;

            case 'c':

              if ( ++i < argc )

                sCertFile = args[i];

              else

                argc = 0;

              break;

            case 'v':

              if ( ++i < argc )

                req.RefundTransactionRequest.version = args[i];

              else

                argc = 0;

              break;

            case 't':

              if ( ++i < argc )

                req.RefundTransactionRequest.TransactionID = args[i];

              else

                argc = 0;

              break;

            case 'r':

              if ( ++i < argc )

              {

                if ( args[i][0] == 'P' || args[i][0] == 'p' )

                  req.RefundTransactionRequest.RefundType = RefundTransaction.RefundPurposeTypeCodeType.Partial;

                else

                  req.RefundTransactionRequest.RefundType = RefundTransaction.RefundPurposeTypeCodeType.Full;

              }

              else

                argc = 0;

              break;

            case 'a':

              if ( ++i < argc )

                req.RefundTransactionRequest.Amount.Value = Convert.ToDecimal(args[i]);

              else

                argc = 0;

              break;

            case '$':

              if ( ++i < argc )

                req.RefundTransactionRequest.Amount.currencyID = args[i];

              else

                argc = 0;

              break;

            case 'm':

              if ( ++i < argc )

              {

                string sTemp = args[i];

              }

              else

                argc = 0;

              break;

            case 'w':

              bWaitForEnter = true;

              break;

            default:

              argc = 0;

              break;

          }

        }

        else

        {

          argc = 0;

        }

      }

      #endregion

      if ( 0 == argc )

      {

        Console.WriteLine ("----------------------------------------------------------------------------");

        Console.WriteLine ("Usage: RefundClient [options]                                               ");

        Console.WriteLine ("   [-u Username] : Specify username, default: <{0}>", sUserName);

        Console.WriteLine ("   [-p Password] : Specify password, default: <{0}>", sPassword);

        Console.WriteLine ("   [-h urlHost]  : Specify url to server, default: <{0}>", sUrl);

        Console.WriteLine ("   [-x proXy]    : Specify url to proxy, default: <{0}>", sProxy);

        Console.WriteLine ("   [-c Certfile] : Specify certificate file, default: <{0}>", sCertFile);

        Console.WriteLine ("   [-v Version]  : Specify version number, default: <{0}>", req.RefundTransactionRequest.version);

        Console.WriteLine ("   [-t Transact] : Specify transaction ID ( REQUIRED! )                     ");

        Console.WriteLine ("   [-r Reftype]  : Specify refund type (Full or Partial), default: <{0}>", req.RefundTransactionRequest.RefundType);

        Console.WriteLine ("   [-a Amount]   : Specify amount of refund, default: <{0}>", req.RefundTransactionRequest.Amount.Value);

        Console.WriteLine ("   [-$ currency] : Specify currency, default: <{0}>", req.RefundTransactionRequest.Amount.currencyID);

        Console.WriteLine ("   [-m \"Memo\"]   : Specify memo                                             ");

        Console.WriteLine ("   [-w]          : Wait for enter key after running, default: <{0}>", bWaitForEnter);

        Console.WriteLine ("----------------------------------------------------------------------------");

      }

      return ( 0 != argc );

    }

    bool ValidateArgs( ref RefundTransactionReq req )

    {

      if ( req.RefundTransactionRequest.TransactionID == "BAD" )

        return false;

      return true;

    }

    public void TryTransaction()

    {

      Refund refund = new Refund();

      refund.sUserName = sUserName;

      refund.sPassword = sPassword;

      refund.sCertFile = sCertFile;

      refund.sUrl = sUrl;

      refund.sProxy = sProxy;

      RefundTransactionResponse response;

      refund.TryTransaction( ref req, out response );

      Console.WriteLine( "Soap response: <{0}>", response );

      Console.WriteLine( "Soap response.Ack <{0}>", response.Ack );

      Console.WriteLine( "Soap response.CorrelationID <{0}>", response.CorrelationID );

      Console.WriteLine( "Soap response.Timestamp <{0}>", response.Timestamp );

      if ( null == response.Errors )

      {

        Console.WriteLine( "NO ERRORS" );

      }

      else

      {

        Console.WriteLine( " Soap: <{0}> Errors", response.Errors.GetLength(0) );

        foreach ( ErrorType error in response.Errors )

        {

          Console.WriteLine( "  Soap Error <{0}>", error.ErrorCode );

          Console.WriteLine( "  Soap Error <{0}>", error.SeverityCode );

          Console.WriteLine( "  Soap Error <{0}>", error.ShortMessage );

          Console.WriteLine( "  Soap Error <{0}>", error.LongMessage );

          Console.WriteLine( "  -----------" );

        }

      }

      if ( bWaitForEnter )

      {

        Console.WriteLine("Press enter to exit...");

        Console.Read();

      }

    }

  }

}

Note that the TryTransaction() method is where the Refund object is constructed, the actual arguments are set, and the refund.TryTransaction() call is actually made.

10. Compile the application. 

Unless the WSDL changes, you don’t need to rebuild the Reference.cs file. If you need to rebuild the Reference.cs file, follow these steps:

11. Under Web References, right-click on Refund Transaction and select Update Web Reference. The resulting file from the WSDL (Reference.cs) is hidden by Visual Studio, but it can be seen if you go to the definition of one of the classes. 

12. The default generated class does not support WS-Security.  Therefore, you need to edit the newly-generated Reference.cs file (located in the \Web References\RefundTransaction\ subdirectory per the following comment at line 53 of Refund.cs: 

SoapContext requestContext = PayPalAPI.RequestSoapContext;

// A compile error here -----^^^^^^^^^^^^^^^^^^^^^^^^^^^^ means you need to

// change the ppapiService to derive from Microsoft.Web.Services.WebServicesClientProtocol

Change the ppapiService class (from which the RefundTransaction class is derived) to derive from Microsoft.Web.Services.WebServicesClientProtocol so it can support WS-Security:

...

public class ppapiService : Microsoft.Web.Services.WebServicesClientProtocol {

...

13. Compile the application.

For more information about using .NET with SOAP, see http://msdn.microsoft.com/library/default.asp?url=/nhp/default.asp?contentid=28000523.

The eBL Schema


The eBL schema library leverages existing business component schema models such as Universal Business Language (UBL), ebXML, and EDI to re-use and customize common industry definitions of core business message components to meet specific business needs of eBay applications such as buying, selling, payment, cataloguing, and product search.  The PayPal Refund API is built upon the following eBL schema:

· AbstractRequestType
· AbstractResponseType
AbstractRequestType

Base type definition of a response payload that can carry any type of payload content with following optional elements:

· The timestamp of the response message.

· An application level acknowledgement.

· Application-level errors and warnings.

Namespace

urn:ebay:apis:CoreComponentTypes

Parameters

	detailLevel
	An integer defining the detail level of the transaction

	errorLanguage
	A string representing the standard RFC 3066 language identification tag, such as en_US.  See http://www.faqs.org/rfcs/rfc3066.html for more options for this string

	version
	A string representing the version of the request payload schema


Source

<xs:complexType name="AbstractRequestType" abstract="true">

  <xs:annotation>

    <xs:documentation> 

      Base type definition of request payload that can carry any type 

      of payload content with optional versioning information and

      detail-level requirements.

    </xs:documentation>

  </xs:annotation>

  <xs:sequence>

    <xs:any processContents="lax" minOccurs="0"/>

  </xs:sequence>

  <xs:attribute name="detailLevel" type="xs:token" use="optional"/>

  <xs:attribute name="errorLanguage" type="xs:string" use="optional">

    <xs:annotation>

  <xs:documentation> 

        This should be the standard RFC 3066 language identification

        tag, e.g., en_US.

      </xs:documentation>

    </xs:annotation>

  </xs:attribute>

  <xs:attribute name="version" type="xs:string" use="required">

    <xs:annotation>

  <xs:documentation> 

        This refers to the version of the request payload schema.

      </xs:documentation>

    </xs:annotation>

  </xs:attribute>

</xs:complexType>

AbstractResponseType

Base type definition of request payload that can carry any type of payload content with optional versioning information and detail level requirements

Namespace

urn:ebay:apis:CoreComponentTypes

Parameters

	detailLevel
	An integer defining the detail level of the transaction

	errorLanguage
	A string representing the standard RFC 3066 language identification tag, such as en_US.  See http://www.faqs.org/rfcs/rfc3066.html for more options for this string

	version
	A string representing the version of the request payload schema


Children

	Timestamp
	An element of type dateTime that represents the date and time (GMT) the response was generated by a service provider as a result of processing a request

	Ack
	A token representing the application-level acknowledgement code Contains one the following enumerated values:

Success – Request processing succeeded

Failure – Request processing failed

	CorrelationId
	A string; may be used optionally with an application-level acknowledgement

	Errors
	Error code of type ErrorType to be used for debugging a response message.  It consists of:

ShortMessage – string containing the error message

LongMessage – string describing the error message

ErrorCode – token defining the error code number

	version
	A string representing the version of the response payload schema

	build
	A string representing the specific software build used in the deployment for processing the request and generating the response


Source

<xs:complexType name="AbstractResponseType" abstract="true">

  <xs:annotation>

    <xs:documentation> 

      Base type definition of a response payload that can carry any 

      type of payload content with following optional elements:

        - timestamp of response message, 

        - application level acknowledgement, and 

        - application-level errors and warnings.

    </xs:documentation>

  </xs:annotation>

  <xs:sequence>

    <xs:element name="Timestamp" type="xs:dateTime" minOccurs="0">

      <xs:annotation>

        <xs:documentation> 

          This value represents the date and time (GMT) when the 

          response was generated by a service provider (as a result of 

          processing of a request). 

        </xs:documentation>

      </xs:annotation>

    </xs:element>

    <xs:element ref="ns:Ack">

      <xs:annotation>

        <xs:documentation> 

          Application level acknowledgement code.

        </xs:documentation>

      </xs:annotation>

    </xs:element>

    <xs:element ref="ns:CorrelationId" minOccurs="0">

      <xs:annotation>

        <xs:documentation> 

          CorrelationId may be used optionally with an application

          level acknowledgement.

        </xs:documentation>

      </xs:annotation>

    </xs:element>

    <xs:element name="Errors" type="ns:ErrorType" minOccurs="0" maxOccurs="unbounded"/>

    <xs:any processContents="lax" minOccurs="0"/>

  </xs:sequence>

  <xs:attribute name="version" type="xs:string" use="required">

    <xs:annotation>

      <xs:documentation> 

        This refers to the version of the response payload schema.

      </xs:documentation>  

    </xs:annotation>

  </xs:attribute>

  <xs:attribute name="build" type="xs:string" use="required">

    <xs:annotation>

      <xs:documentation> 

        This refers to the specific software build that was used in the 

        deployment for processing the request and generating the

        response.

      </xs:documentation>

    </xs:annotation>

  </xs:attribute>

</xs:complexType>

The PayPal Schema

RefundTransactionRequest

Request for a transaction to refund a payment

Namespace 

urn:ebay:apis:eBLBaseComponents

Extension Of 

ebl:AbstractRequestType

Used By

RefundTransactionRequestType

Parameters

	detailLevel
	an integer defining the detail level of the transaction

	errorLanguage
	the standard RFC 3066 language identification tag, such as en_US. See http://www.faqs.org/rfcs/rfc3066.html for more details

	Version
	the version of the request payload schema

	TransactionID
	unique identifier for a transaction

	RefundType
	Type declaration to be used by other schemas. This code identifies the types of refund transactions supported

	Amount
	Extension of xs:decimal

currencyID – one of the following: USD, CAD, JPY, GPB, or EUR


Code Example

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope 

    xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 

    xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" 

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

    xmlns:ebl="urn:ebay:api:eBLBaseComponents" 

    xmlns:cc="urn:ebay:api:CoreComponentTypes" 

    xmlns:saml="urn:ebay:api:ppapi:saml"

    xmlns:ds="urn:ebay:api:ppapi:ds" 

    xmlns:wsse="urn:ebay:api:ppapi:wsse" 

    xmlns:ns="urn:ebay:api:ppapi">

  <SOAP-ENV:Header>

    <wsse:Security xsi:type="wsse:SecurityType" SOAP-ENV:mustUnderstand="1">

      <wsse:UsernameToken xsi:type="wsse:UsernameTokenType">

        <wsse:Username>lygold</wsse:Username>

        <wsse:Password Type="wsse:PasswordText">FDSjksdsds</wsse:Password>

      </wsse:UsernameToken>

    </wsse:Security>

  </SOAP-ENV:Header>

  <SOAP-ENV:Body id="_0">    

    <RefundTransaction xsi:type="ns:refundTransactionRequestType">

      <detailLevel>1</detailLevel>

      <errorLanguage>EN</errorLanguage>

      <version>1.0</version>

      <TransactionID xsi:type="ebl:TransactionId">12345</TransactionID>

      <RefundType xsi:type="ebl:RefundType">Full</RefundType>

      <Amount xsi:type="cc:AmountType" currencyID="USD">20.00</Amount>

    </RefundTransaction>

  </SOAP-ENV:Body>

</SOAP-ENV:Envelope>

Source

<xs:schema targetNamespace="urn:ebay:api:RefundTransaction" xmlns:ebl="urn:ebay:apis:eBLBaseComponents" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:cc="urn:ebay:apis:CoreComponentTypes" xmlns:ns="urn:ebay:api:RefundTransaction" elementFormDefault="qualified" attributeFormDefault="unqualified">

  <xs:import namespace="urn:ebay:apis:CoreComponentTypes" schemaLocation="CoreComponentTypes.xsd"/>

  <xs:import namespace="urn:ebay:apis:eBLBaseComponents" schemaLocation="eBL Base Components-version0.90.xsd"/>

  <xs:element name="RefundTransactionRequest" type="ns:RefundTransactionRequestType"/>

  <xs:complexType name="RefundTransactionRequestType">

    <xs:complexContent>

      <xs:extension base="ebl:AbstractRequestType">

        <xs:sequence>

          <xs:element ref="ebl:TransactionId"/>

          <xs:element ref="ns:RefundType"/>

          <xs:element ref="ns:Amount"/>

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

  <xs:element name="RefundType" type="ebl:RefundPurposeTypeCodeType"/>

  <xs:element name="Amount" type="cc:AmountType"/>

</xs:schema>  

RefundTransactionResponse

Response of the refund transaction request

Namespace

urn:ebay:apis:eBLBaseComponents

Extension Of

ebl:AbstractResponseType

Used By

RefundTransactionResponseType

Parameters

	detailLevel
	an integer defining the detail level of the transaction

	errorLanguage
	the standard RFC 3066 language identification tag, such as en_US

	Version
	the version of the request payload schema


Children

	Timestamp
	An element of type dateTime that represents the date and time (GMT) the response was generated by a service provider as a result of processing a request

	Ack
	A token representing the application-level acknowledgement code.  Contains one the following enumerated values:

Success – Request processing succeeded

Failure – Request processing failed

	CorrelationId
	A string; may be used optionally with an application-level acknowledgement

	Errors
	Error code of type ErrorType to be used for debugging a response message.  It consists of:

ShortMessage – string containing the error message

LongMessage – string describing the error message

ErrorCode – token defining the error code number

	Version
	A string representing the version of the response payload schema

	Build
	A string representing the specific software build used in the deployment for processing the request and generating the response

	ref
	A string of type CorrelationId


Code Example(s)

Source

<xs:schema targetNamespace="urn:ebay:apis:eBLBaseComponents" xmlns:ns="urn:ebay:apis:eBLBaseComponents" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified">

  <xs:include schemaLocation="eBLCodeLists.xsd"/>

  <xs:import namespace="urn:ebay:apis:CoreComponentTypes" schemaLocation="CoreComponentTypes.xsd"/>

  <xs:annotation>

    <xs:documentation xml:lang="en">

      This file defines re-useable error components of the eBay Business 

      Lanaguage (eBL) that would be used to communicate application-level

      error messages back to the client application. These application error

      messages may be due to a problem detected while processing the request

      message.

    </xs:documentation>

  </xs:annotation>

  <xs:complexType name="ErrorType">

    <xs:sequence>

      <xs:element name="ShortMessage" type="xs:string"/>

      <xs:element name="LongMessage" type="xs:string" minOccurs="0"/>

      <xs:element name="ErrorCode" type="xs:token">

        <xs:annotation>

          <xs:documentation>

            Error code can be used by a receiving application to debugging a 

            response message. These codes will need to be uniquely defined 

            for each application. 

          </xs:documentation>

        </xs:annotation>

      </xs:element>  

      <xs:element name="SeverityCode" type="ns:SeverityCodeType">

        <xs:annotation>

          <xs:documentation>

            SeverityCode indicates whether the error is an application

            level error or if it is informational error, i.e., warning.

          </xs:documentation>

        </xs:annotation>

      </xs:element>

    </xs:sequence>

  </xs:complexType>

</xs:schema>

Error Codes, Messages, and Meanings

The following error codes may occur:
	Error Name
	Number
	Meaning

	PPAPI_ERROR_INTERNAL
	10001
	Unexpected Error

	PPAPI_ERROR_AUTH
	10002
	Authentication Error

	PPAPI_ERROR_MISSING_ARGS
	10003
	Missing Required Arguments

	PPAPI_ERROR_INVALID_ARGS
	10004
	Argument Supplied is invalid

	PPAPI_ERROR_UNSUPPORTED
	10005
	Unsupported feature

	PPAPI_ERROR_VERSION_NOT_SUPPORTED
	10006
	Version is not supported

	PPAPI_ERROR_PERMISSION_DENIED
	10007
	Permission denied

	PPAPI_ERROR_WS_SECURITY
	10008
	WS-Security element invalid

	PPAPI_ERROR_REFUSED
	10009
	Request was refused by the Server

	PPAPI_WARNING_INVALID_ARGS
	11001
	Invalid argument warning


The following long messages may occur:

	Short Message
	Error
	Description

	ACH Not Verified
	PA_Long_Error_ACH_Not_Verified
	You do not have a verified ACH

	UserID is not valid
	PA_Long_Error_Authentication
	Username/Password is incorrect

	Not enough permission to make the call
	PA_Long_Error_Authentication_Not_Authorized
	You do not have permissions to make this API call

	Invalid auth token
	PA_Long_Error_Authentication_Invalid_Token
	Token is not valid

	User is locked or Inactive
	PA_Long_Error_Counterparty_Locked_Or_Inactive
	The account for the counterparty is locked or inactive

	Currency not supported
	PA_Long_Error_Currency_Invalid
	Currency is not valid

	Currency not supported
	PA_Long_Error_Currency_Not_Supported
	Currency is not supported

	Invalid characters in the memo
	PA_Long_Error_Memo_Invalid
	The Memo field contains invalid characters

	Partial Refunds are not supported
	PA_Long_Error_Refund_Partial_Refunds_Not_Supported
	Partial refunds are not supported

	User can not refund this transaction
	PA_Long_Error_Refund_Permission_Denied
	You do not have permission to refund this transaction

	Time limit has passed for this refund
	PA_Long_Error_Refund_Over_Time_Limit
	You are over the time limit to perform a refund on this Transaction

	User can not refund this transaction
	PA_Long_Error_Refund_Type_Not_Allowed
	You can not refund this type of transaction

	Soap header is null
	PA_Long_Error_Soap_Header_Null
	Soap header is NULL

	Transaction not found
	PA_Long_Error_Transaction_Could_Not_Load
	The transaction could not be loaded

	Invalid transaction id
	PA_Long_Error_Transaction_Id_Invalid
	The transaction id is not valid

	User is locked or Inactive
	PA_Long_Error_User_Locked_Or_Inactive
	Account is locked or inactive

	User restricted
	PA_Long_Error_User_Restricted
	Account is restricted

	Version not supported
	PA_Long_Error_Version_Not_Supported
	Version is not supported

	Version not valid
	PA_Long_Error_Version_Not_Valid
	Version is not valid

	WS-Security error
	PA_Long_Error_WS_Security
	Could not retrieve WS-Security elements

	Currency not supported
	PA_Long_Warning_Currency_Ignored
	Partial refund amount will be ignored

	Could not encrypt the transaction id
	PA_Long_Warning_Encryption_Failed
	Warning an internal error has occured. The transaction id may not be correct

	Memo was truncated due to length
	PA_Long_Warning_Memo_Truncated
	The memo field was truncated because it was too long


Customer Support Information

Customer support information is available by navigating to http://paypaltech.com/Sandbox/. From here you can access the API feedback forum.  Additional information and downloads are also available.  The site also has a feedback forum.

You can also send email to Customer Support at feedback@paypaltech.com, or you can call your account manager for additional support.
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